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Ieptinyn

H mapovca d1daktopikn dwtpifny peretd tn owdikacioo g eKTipnong
Katdotoong (State estimation) oe mToAvTAOKE S10.6VVIEEUEVA GLGTHLATO,
Ta. omoia povtelomotovvtat cav discrete event systems v stochastic discrete
event systems. ‘Eva a6 ta onuovtikd kKivitpa yio va, acyoAnfodue pe ta
wpoPfAnuata mov oyetilovtor pe TNV eKTiunon kKoatdotaons, €ival o
ONUOVTIKOG pOAOG TTOV dtadpapatiCovv oe Bempntikd TpoPALaTa, OTMC
v Katnyoplonoinon (classification) kot v aviyvevon cpoiudtov (fault
diagnosis). Idwitepa, n wapodoa datpiPn £xel okomd TG vo EEPEVVNOEL
TIg évvolec ™G okpyPolc ektiunone kotdotaong (detectability), g
aviyveuong GEOAUATOV, Kol TNG KOTYOPLOTOINonG, YPTOULOTOLDOVTOC
TEYVIKEG EKTIUNONG Katdotaong, KoTtaAAniec yioo discrete event systems
kou Stochastic discrete event systems. Epgovodue avtd ta mpofAnuoto 6
U1 VTETEPUIVIOTIKO KOl GTOYOOTIKO TEMEPUGUEVA OVTOUOTO, GE TPELG
SOPOPETIKEG TEPMTMGELS (GVYKEKPIUEVA, HOVOAMOIK(, OTOKEVIPOUEVO,
Kol Katavepunuévo cvotnuota). Eidikotepa, gpguvovue v £vvola Tng
aviyveuong OCEOAUATOV GE  KOATOVEUNUEVO GLOTHUOTO, YO  UN-
VIETEPUIVIOTIKA TEMEPOUCUEVO, OVTOUATO, GE GLVONKEC TEPLOPIGUEVNG
emwkotvaviag. Eniong, eiodyovpe ko emainfevovpe otoyaoTikég EVvoleg
vy To TpoPAquata e akpyPods eKTiUNONG KATACTAONG KO OvVixveLong
COOAUATOV OVOADOVTOG TV GV UTTMTIKT GUUTEPLPOPE TOV CLGTNUATOV.
Téhog, mpoteivoupe kol cu{nTovpe d1dpopeg LeBOS0VE GTO TPOPANUA TNG
Katnyoplomoinong oe kpv@d popkofravd povtéra (hidden Markov
models). Avontdcocovue S1dpopec HeBOIOVE VTOAOYIGHOD AVOTATOV
opiov yio. TNV mlavoTnTo AAB0VE KATNYOPLOTOiNoNG, OV AGUUTTMOTIKA
telvouv 610 UNdEV, KaTm amd KaBoPIGUEVES IKOVES GUVOT|KEC.






Abstract

This thesis studies state estimation in complex networked systems that are modeled
as discrete event systems (DES) or stochastic discrete event systems (SDES). One
of the main motivations for looking into state estimation problems is their crucial
role in classification and fault diagnosis applications. Specifically, this thesis aims
to explore the notions of detectability, diagnosability, and classification, using state
estimation methods appropriate for DES and SDES. We pursue investigations of
such problems in nondeterministic and probabilistic finite automata, under three
different observation settings (namely, centralized, decentralized, and distributed).
In particular, we explore diagnosability in distributed settings for nondeterminis-
tic finite automata under communication constraints. Furthermore, we introduce
stochastic notions for the problems of detectability and diagnosability, and analyze
the asymptotic behaviour of the resulting state estimation processes. Finally, we
discuss the classification among two hidden Markov models (HMMs), and develop
various methods for computing asymptotically tight bounds on the probability of

misclassification, under established sufficient conditions.
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Chapter 1

Introduction

1.1 Motivation

This thesis explores state estimation techniques in discrete event systems (DES) that
can be modeled by nondeterministic finite automata (NFAs) or probabilistic finite
automa (PFAs), under particular observation models (that typically inhibit the di-
rect observation of the system state). Early instances of state estimation problems in
discrete event systems appear in [30] and [34], both of which formulate observability
as a system property that requires perfect knowledge of the current state of the sys-
tem. The observability property was generalized to various notions of detectability
in [45].

State estimation is key in many control engineering applications involving com-
plex systems. For example, opacity [7,40] requires that a given set of states (with
certain properties of interest) remain opaque (non-identifiable) based on the gener-
ated sequence of observations, regardless of the underlying activity in the system.
Enforcing opacity, e.g., by enabling or disabling events at appropriate instances of in-
stances of time, has recently drawn attention in a variety of security applications [53].
Another related application is fault diagnosis [24,42,54] which requires discrimina-
tion (within a finite time interval following the occurrence of a fault) between the
set of normal states (states that are possible under normal behaviour) and the set
of faulty states (states that are possible under faulty behaviour), for every possible
trace that can be executed in the system; disambiguation between these two sets of
states requires state estimation techniques. A similar problem in stochastic discrete

event systems (probabilistic finite automata) is the classification between two given
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models (hidden Markov models or probabilistic finite automata) [1]. Though the
properties of detectability, fault diagnosis, classification and opacity can be used in
diverse applications to capture distinct features of the underlying systems, they can

be verified with similar tools, if one applies state estimation techniques.

1.1.1 Fault Diagnosis

Fault diagnosis is important in the monitoring and control of discrete event sys-

tems, with applications ranging from transportation systems to heating/ventilation
systems, and from communication networks to medical diagnostics. In centralized
settings, fault detection and isolation, as well as the verification of diagnosability
(i.e., the ability to diagnose faults after a finite number of observations following
their occurrence) for a given (non-deterministic) finite automaton that models the
system of interest can be performed by a single entity, called observer or diagnoser,
typically designed as a (deterministic) finite automaton that is driven by observable
events [3,29,42]. For fault diagnosis, we consider some specific events that (indicate
faults or abnormal conditions and) need to be detected (more generally, they need
to be classified or identified) after a finite (bounded) delay.

Following [42], many researchers have investigated algorithms for fault diagnosis
and the verification of diagnosability. In particular, language diagnosability as
defined in [42] can be verified with polynomial-time algorithm [54]. The approach
in [54] assumes a deterministic system and constructs, for each fault type, a verifier
i.e., a nondeterministic finite automaton that can be used to check eventual (i.e.,
within a finite number of events or observations) fault detection and/or isolation
of the corresponding failure type. The system is shown to be diagnosable for a
particular failure type if all cycles of the corresponding verifier have identical state
labels. The approach in [54] assumes a nondeterministic system and constructs
a verifier automaton with language specified by the natural projection map. In
contrast to [54], the verifier in [54] also tracks labels of multiple faults. The system
is shown to be diagnosable if the cycles of the verifier consist of states with identical
tailure labels.

Diagnosability has also been investigated in decentralized architectures [8,13,33,
36,48,51,52]. In particular, the authors in [13] propose three protocols for coordinated

decentralized diagnosis. Protocols 1 and 2 assume unidirectional communication
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from the local diagnosers to a coordinator, whereas Protocol 3 assumes no commu-

nication between them or to any coordinator.

We elaborate on these protocols a bit since they are useful for our analysis later
on.
1. In Protocol 1, the diagnostic information at a local site is generated by an extended
diagnoser, the states of which consist of both the predecessor and successor state
estimates of an observable event along with its failure label. The decision rule of
the coordinator is defined under different intersection operations applied on pairs
of system state estimates and their matching normal/failure conditions.
2. Protocol 2 uses the basic (standard) diagnoser to generate the local diagnostic
information, and system diagnosis is performed under the same communication
and decision rules as in Protocol 1. Although the computational complexity of
Protocol 2 is reduced compared to Protocol 1, the performance of the former is
constrained to traces that adhere to the “well-ordering” property of the coordinator,
also referred to as failure-ambiguous traces in [13].
3. Protocol 3 is directly linked to the so-called property of co-diagnosability. A
system is codiagnosable (or decentralized diagnosable) if any occurrence of a failure

is detected by at least one local diagnoser within a bounded interval of observations.

Polynomial complexity algorithms for the verification of Protocol 3 and varia-
tions of it can be found in [33,36,48,51,52]. In [52] decentralized diagnosability is
studied under a framework of conditional decisions issued by the local sites, and poly-
nomial tests are proposed for the verification of equivalent language-based notions
of decentralized diagnosability. In [51] the authors propose polynomial algorithms
to transform a problem of co-observability to the problem of co-diagnosability un-
der the assumption of dynamic observations. They also propose a polynomial-time
algorithm for testing co-diagnosability of the system based on cluster automata. The
authors of [48] study co-diagnosability under the condition of state-dependence and
nondeterminism of partial event observation. The algorithm proposed in [36] is
based on constructing a testing automaton that, given a faulty trace, searches for
corresponding indistinguishable non-faulty traces at each local site. Our contribu-
tion is the application of a novel communication protocol, that allows the exchange

of local state estimates between the local sites, under communication constraints.



1.1.2 Detectability

Animportant task associated with state estimation is that of accurate characterization
of the possible (compatible) current states following a (possibly long) observation
sequence generated by the underlying discrete event system. In deterministic set-
tings, a key concept is the notion of detectability which was introduced in [45]. In
particular, the notion of strong detectability holds if all observation sequences lead
to an accurate estimate of the current state (perfect knowledge of the system state)
after a finite number of observations. Thus, the notion of detectability is primarily
determined by finite observation sequences generated by the underlying discrete
event system. The authors of [45] defined four different notions for detectability in
discrete event systems that can be modeled as nondeterministic automata: strong

detectability, detectability, strong periodic detectability, and periodic detectability.

In stochastic DES (SDES) we can relax the strong notion of perfect state esti-
mation described above, by requiring that perfect state estimation is only achieved
asymptotically. The availability of stochastic information allows us to compute the
probability of any trace of events and determine not only if a state is a possible can-
didate as a current state, but also how probable it is. In other words, the available
probabilistic information can be used by the estimator to determine the posterior
likelihood of a certain state (conditioned on a particular sequence of observations)
and, via the verification process, to determine the likelihood of problematic obser-
vation sequences. Thus, a number of possibilities open up, in terms of utilizing the

probabilistic information to characterize detectability in SDES.

The authors of [46] introduced notions of detectability in PFAs. Whereas in
deterministic settings the problematic system behaviour corresponds to sequences
of observations that do not lead to perfect state estimation, the approach in [46] takes
the viewpoint that the problematic behaviour generates sequences of observations
that donotallow us to estimate the exact state with increasing certainty. Furthermore,
the approach in [46] analyzes all possible observation sequences (infinite sequences),
however improbable (as long as they are feasible), and declares the system not
stochastically detectable, if there is at least one such problematic sequence that is
feasible. Our contribution includes the introduction of the novel stochastic notions

of A-detectability, and AA-detectability, and their verification.



1.1.3 Classification among HMMs

Classification among systems that can be modeled as hidden Markov models (HMMs
or PFAs) is related to the ability to distinguish the correct HMM based on a sequence
of observations that has been generated by underlying (unknown) activity in one
of two (or more) known HMMs. The ability to distinguish the correct HMM is, of
course, related to the probability of selecting an incorrect HMM model, which is mea-
sured by the probability of misclassification among two HMMSs. The performance of
the maximum a posteriori (MAP) classifier, which minimizes the probability of mis-
classification [1], is captured by the a priori probability of error, i.e., the probability of
error before any observations are made. The precise calculation of the probability of
error (for sequences of observations of a given finite length) is a combinatorial task
of high complexity (typically exponential in the length of the sequences).
Classification can find application in many areas where HMM s are used, includ-
ing speech recognition [2,23,37], pattern recognition [19], bioinformatics [15,27], and
failure diagnosis in discrete event systems [1,11,31,49]. Classification is also related
to approaches dealing with the distance or dissimilarity between two HMMs [17,25].
Our contribution involves methods that allow us to obtain an upper bound
on the probability of misclassification with lower complexity than of the precise
computation. Directly related previous work can be found in [1], which studies the
probability of misclassification and obtains bounds that tend to zero under specific

conditions.

1.2 Main Contributions and Thesis Organization

This thesis explores different state estimation problems in DES, such as detectability,
fault diagnosis, and classification. These problems differ in their formulations and
objectives, but share related verification methods. It is known that notions of de-
tectability and diagnosability, in nondeterministic finite automata can be verified by
employing similar constructions, called observers or diagnosers. The complexity of
constructing an observer/diagnoser is exponential in the number of states of the orig-
inal system. Verification methods with polynomial complexity in the number of the
states of the system, have also been presented for detectability/diagnosability respec-

tively. These methods employ finite automata called detectors/verifiers [45], [54].



This thesis studies state estimation problems in distributed settings and in stochas-
tic settings. In distributed settings, this thesis studies diagnosability using prespec-
ified communication protocols that involve exchanges of state estimates, among
local agents that observe locally available events and can communicate (exchange
information about state estimates). In stochastic settings we combine stochastic
state estimation with classification for hidden Markov models or probabilistic finite
automata. Using hypothesis testing techniques, we provide conditions for asymp-
totically tight bounds on the probability of misclassification among two HMMs. The

explicit description of the contribution of each chapter follows.

1. In Chapter 3 we study diagnosis using a synchronization-driven intersection-
based distributed diagnosis protocol (called Restricted Synchronization In-
tersection Based Diagnosis, or RS-IBDD). The RS-IBDD protocol allows local
diagnostic information (namely, state estimates and associated normal/fault
conditions) to be exchanged and refined among the local sites. The exchange
and refinement of the diagnostic information takes place at synchronization
points, that are predetermined at each observation site, by taking the inter-
section of the state estimates and associated normal/fault conditions provided
by the local diagnosers. The fused information is then communicated back
to the local diagnosers, which subsequently continue operation based on this
refined diagnostic information. In this protocol there is no need for a coordina-
tor, but the diagnostic information is exchanged and refined among the local
sites. Furthermore, communication constraints dictate a general approach,
which, among others, exploits the communication graph that represents the
bidirectional communication capability between local sites. Diagnosability of
the resulting distributed protocol is shown to be verifiable with polynomial
complexity (in the size of the state space of the given nondeterministic finite

automaton) and exponential in the number of observation sites.

2. In Chapter 4 we are interested in exploring state estimation techniques in
stochastic discrete event systems (SDES) that can be modeled by probabilis-
tic finite automata (PFAs) under particular observation models. The authors
of [45] and [46] introduced notions of detectability in nondeterministic and

stochastic settings respectively. When dealing with detectability in nondeter-
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ministic finite automata in [45], the problematic system behaviour as far as
detectability is concerned corresponds to sequences of observations that do
not lead to exact state estimation (i.e., they do not lead to perfect state estima-
tion, with no uncertainty). When dealing with detectability in PFA’s in [46],
the problematic behaviour is associated with sequences of observations that
do not allow us to estimate the exact state with increasing certainty. The major
contribution of this chapter is the introduction and verification of the notions
of A-detectability and AA-detectability. Specifically, we provide necessary
and sufficient conditions for A-detectability and A A-detectability, along with
a proof that A-detectability is a PSPACE-hard problem. A-detectability con-
centrates on highly probable system behaviour and characterizes the given
system’s detectability accordingly. By considering only observation sequences
that belong to the recurrent behavior of the system, A-detectability does not
take into account observation sequences that are treated as problematic in pre-
vious notions of stochastic detectability. In some cases even if the system is not
A-detectable (i.e., there exists a nonzero probability of generating observation
sequences that correspond to possible estimates for more than one state), the
probability of estimating the correct state for these observation sequences goes

to one. These cases lead to the definition of AA-detectability.

. In Chapter 5 we analyze the problem of classification among Hidden Markov

models (HMMs).

(@) In Section 1 we characterize a class of upper bounds on the a priori proba-
bility of error when classifying among two known HMMs. By introducing
an appropriate deterministic finite automaton (DFA), we systematically
merge different sequences of the same length in a way that allows easy
computation of an upper bound on the probability of misclassification.
Our approach also allows us to use Markov chain theory to obtain an
upper bound for asymptotically large n (in all cases, the approach has
complexity polynomial in the size of the two given HMMs and the size of
the DFA that is used).

(b) In Section 2 we characterize an upper bound on the probability of error,
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when classifying among two HMMSs, by constructing a finite automaton
that captures the common behaviour of the two HMMSs. We also establish
necessary and sufficient conditions for this bound to tend to zero expo-

nentially with increasing observation steps.

In Section 3 we provide a method for obtaining an upper bound on the
probability of misclassification between two competing HMMs using a
suboptimal rule. We use a suboptimal decision rule which counts the
number of times each output symbol appears, obtains the empirical (mea-
sured) frequency of each output symbol, and compares empirical fre-
quencies against the expected frequencies in each of the two systems. We
establish that the verification of the effectiveness of this rule is polynomial
with respect to the number of states of the two HMMs. Specifically, we
are able to discriminate between the two models using the suboptimal
decision rule based on the empirical frequencies of output symbols, as
long as the two systems are characterized, at steady-state, by different
statistical properties for the occurrence of output symbols, which we re-
fer to as stationary emission probabilities. Furthermore, we apply these
results into a special case of probabilistic system opacity, so as to have a

polynomial complexity verification algorithm.



Chapter 2

Notation and Background

2.1 Notation on Languages and Automata

Let X be an alphabet (set of events) and denote by * the set of all finite-length strings
of elements of X (sequences of events), including the empty string ¢ (the length of a
string s is denoted by |s| with |¢| = 0). A language L C ¥ is a subset of finite-length
strings in X* [10] (i.e., sequences of events with the convention that the first event
appears on the left). Given strings s,t € I*, the string st denotes the concatenation
of s and ¢, i.e., the sequence of events captured by s followed by the sequence of
events captured by t. For a string s, s denotes the prefix-closure of s, and is defined as
§={te X |t € X*{tt’ = s}}. For two string s and ¢, we also define t € s, if It;,¢, € 17,

such as t;tt, = s.

Definition 1. (Nondeterministic Finite Automaton (NFA)). A nondeterministic finite au-
tomaton is captured by G = (X, Z, 6, Xo), where X = {1,2, ..., N} is the set of states, L is the
set of events, § : X x ¥ — 2% is the nondeterministic state transition function, and Xy C X
is the set of possible initial states.

Foraset Q C Xand o € L, we define 6(Q,0) = U,c0(q,0); with this notation at
hand, the function 6 can be extended from the domain X X X to the domain X X L in the
routine recursive manner: 6(x,o0s) := 06(6(x,0),s) for x € X, s € L* and o € ¥ (note that
O(x, €) == {x}). The behavior of G is captured by L(G) := {s € Z* | Axp € Xo{(x0,5) # 0}}.
We use L(G,x) to denote the set of all traces that originate from state x of G (so that
L(G) = Usyex, LG, x0)).

Definition 2. (Deterministic Finite Automaton (DFA)). A deterministic finite automaton

is captured by D = (X, L, 6, x0), where X = {1,2,...,N} is the set of states, ¥ is the set
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of events, 6 : X x ¥ — X is the (possibly partially defined) deterministic state transition
function, and x, € X is the initial state.
The function 6 can be extended from the domain X X X to the domain X X L* in the

routine recursive manner:

0(6(x,0),s), if 6(x, 0) is defined,

undefined, otherwise,

o(x,08) =

forx € X,s € Z*and o € L (note that in this case 6(x, €) := x). The behavior of D is captured
by L(D) := {s € Z* | 0(xy, s) is defined}.

In general, only a subset &, (£, C X) of the events can be observed, so that X is
partitioned into the set of observable events ¥, and the set of unobservable events
Yy = X — X,. The natural projection Py, : £* — X maps any trace executed in the
system to the sequence of observations associated with it, and is defined recursively
as Py, (so) = Py, (s)Px,(0), 0 € L,s € ¥, with

o, if oeX,

PZD(U) =
g, if oe€eX,,Ulel

where ¢ represents the empty observation trace [10]. In the sequel, the subscript
Y, in Py, will be dropped when it is clear from context. The inverse projection of a

string of observable events w € P(L(G)) is given by
P Hw) ={s € L(G) : P(s) = w}.

Definition 3. (Possible states following a sequence of observations (R : 2XI x ¥i — 2/X1)),
Suppose that a nondeterministic automaton G = (X, X, 0,Xo) is in a state in the set of
possible states X" C X; the set of all possible states after observing w € X is R(X’, w) = {x €
X | (@x € X)(ds € Z)NP(s) = w A x € 6(x/,s)}}.

Note that using Definition 3, the unobservable reach of the set X" C X [10] can
be expressed as UR(X") = R(X’, €) and it denotes the set of states that are reachable

from a state in X’ via zero, one, or more unobservable events.

2.2 Detectability in Nondeterministic Finite Automata

The authors of [45] define four different notions for detectability in discrete event

systems that can be modeled as nondeterministic automata: strong detectability,
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detectability, strong periodic detectability, and periodic detectability. We recall below
the notion of strong detectability, which is of interest for the developments in this
thesis, given that we are able to introduce constructions, such as the Detector, which

are useful for the analysis of the stochastic notions, later in Chapter 4.

Definition 4. (Strong Detectability) [45]. An NFA G = (X, L, 6, Xy) is strongly detectable
with respect to natural projection map P for a set Lo, C X of observable events if we can
determine the current state and subsequent states of the system, after a finite number of
observations, for all trajectories s, s € L(G), of the system greater than a certain length N,
ie.,

(AN € N)(Vn = N)
(Vs € L(G){(Is| = n) = (IR(Xo, P(s))] < 1)}.

Remark: For all s € L(G), we have |R(Xy, P(s))| > 1, thus in the above definition we
could have said |[R(X,, P(s))| = 1.

As motivation for studying the notion of detectability, consider a vehicle capable
of moving on a grid, such as the toy grid in Fig. 2.1(a). If we use the cell number to
denote the state of the vehicle, then the trajectory that the vehicle follows corresponds
to a sequence of states and the origin of the trajectory is captured by the initial state of
the vehicle. The vehicle’s possible movements are available via a kinematic model,
i.e., a finite automaton whose states are associated with the state (cell) of the vehicle
and whose transitions correspond to the movements of the vehicle that are allowed
at each position (up, down, left, right, diagonal, etc. — the allowed movements will
presumably depend on the underlying terrain that the grid is capturing). Fig. 2.1(b)
depicts an example of a kinematic model for the vehicle that moves in the toy grid
of Fig. 2.1(a).

Suppose specific sensors that detect events o and f are deployed in the grid.
Sensor a detects the left and right movements of the vehicle. Sensor for g detects the
up and down movements of the vehicle, along with movement that finalizes at the
same cell. Fig. 2.2 depicts the (non-deterministic) finite automaton G that models
both the kinematic model of the vehicle and the corresponding sensor readings
for a particular set of sensor coverages. Essentially G is a non-deterministic finite
automaton with partial observation on its transitions.

We can extend the above formulation to a probabilistic setting under which each

transition is assigned a specific probability of occurrence as in Fig. 4.1. One of the
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questions that might arise in the above context is that of understanding whether
the sensory information that is available allows us to obtain important information
about the present location (current state) of the vehicle. In a probabilistic setting
this translates to the requirement that the probability of violating strings be under

or above a specific threshold.

Figure 2.1: (a) Grid in which a vehicle can move; (b) Kinematic model for a vehicle

in the grid in (a).

Definition 5. (Observer or Current-state estimator) [9]. Given an NFA G = (X, L, 6, Xo)
with set of observable events X,,; C X under the natural projection map P, the observer (or
current-state estimator) is a deterministic finite automaton (DFA) Gops = (Qobs, Zobs, Oobs» Qo,00s),
which captures the state estimates (following a sequence of observations w € X, ) and can
be constructed as follows.

(1) Each state of Gus is associated with a unique subset of states of the original NFA G (this
means that Qus C 2% has at most 2% states).

(2) The initial state Qo ops of Gops is the unobservable reach of Xo (Qoops = UR(Xo) = R(Xo, €)).
(3) From any state Q € Qo Of the current-state estimator, the next state for any o € Ly 15

captured by Oos(Q, 0) = R(Q, 0) (Definition 3).

Verification of Strong Detectability

Strong detectability for NFA G can be verified easily by constructing its observer Geps
and checking whether it has loops with certain properties [45].

Theorem 1. (Strong detectability: Necessary and sufficient conditions using observer Gps)

[45]. A nondeterministic automaton G = (X, X, 6, Xo) is strongly detectable with respect to
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a set of observable events L, iff its observer Gops = (Qobs, Lobs, Oobs, Qo,obs) does not include

loops that contain ambiguous states (i.e., states in Qqps that involve more than one states of

G).

Example 1. Consider NFA G in Fig. 2.2 (associated to PFA H in Fig. 4.1), and assume
that Xy = {x1,x2, x3}, Zops = {a, B} and L,,, = 0. We construct its observer (on the right of
Fig. 2.2) to verify strong detectability (Definition 4).

B(-

A

3 5
N—* (3

@

Figure 2.2: NFA G.

System G is not strongly detectable (Definition 4), because the sequence p* does not allow
us to detect the exact state of the system (|R(Xo, )| > 1); this is easily seen from the observer

because the sequence of observations * keeps us in state {x1, X, x3} arbitrarily long.

Apart from verifying detectability using an observer (as captured by the con-
ditions in Theorem 1), strong detectability for NFA G can also be verified with
polynomial complexity using a detector. Next we quickly review the construction
of a detector from [45] and then state necessary and sufficient conditions on the

detector for strong detectability to hold.

Definition 6. (Detector) [45]. Given an NFA G = (X, X, 6, Xo) under the natural projection
map P with respect to Lyys € L, the detector Gy = (X4, Zovs, 04, Xoa) 15 a nondeterministic
finite automaton, where

(1) Xoa = R(Xo, €) is the set of all possible initial states for NFA G;

(2) Xy = X, U X, U {Xoa} is the finite set of states, with X; = {{x;}lx; € X} and X, =
Xa,, Xdy, s Xap}, where D = | X X X| — | X[ with x4, = {x1, X} € Xpp, X1 # Xy X1, X € X;

(3) Zops is the finite set of observable events;

(4) 04 : Xa X Xops = X4 captures the state transitions and is defined as follows:
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{Xdi € Xplxdi C R(xd, G)}, Zf |R(Xd, U)l > 1,
0a(xa,0) =1 {x} € X, if R(xg,0)={x},
undefined, if R(xg,0)=0.

Theorem 2. [45] (Strong detectability: Necessary and sufficient conditions using detector
Ga). An NFA G is strongly detectable iff its detector G, does not include any loop that is

reachable from the initial state and contains ambiguous states (i.e., states in X,).

Remark: The detector G, (in Definition 6) can be used to verify strong detectability
for NFA G with polynomial complexity (with respect to the size of the given NFA).
The reason is that the number of states of the detector is at most |X|*> + 1; this should
be contrasted with the number of states of the observer which could be as high as

2\,

Example 2. The detector G4 for the NFA G in Fig. 2.2 is shown in Fig. 2.3. Its number
of states is polynomial in the size of G and can be used to verify strong detectability with
polynomial complexity. In this case, the existence of the loops p* in states {1,2} and {1, 3}
indicates that system G is not detectable. Note that the observer (shown in Fig. 2.2), also
allows us to verify strong detectability but requires potentially exponential complexity (with

respect to the size of the state space of the corresponding NFA).

(87

Figure 2.3: Detector for NFA G in Fig. 2.2, with initial state {x;, x;, x3}.
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2.3 FaultDiagnosisin Nondeterministic Finite Automata

For ease of presentation, we assume that there is only a single fault class Z; € X
and assume, without loss of generality, that £y C X, (otherwise, since an observable
fault event is immediately visible, the task of fault diagnosis becomes trivial). We
also denote the set of traces s € L(G) that end with the failure event o¢, o5 € Xy, that
occurs for the first time, by W(oy) = {toy € L: t € (X — 0¢)", } and the post-language of
LaftersasL\s={t' e X :st' € L}.

Definition 7. (Logical diagnosability in discrete event systems) [42]. Suppose we are given
an NFA G = (X, X, 6, Xo) with a set of observable events X, ©., C L. We are also given fault
event o, 05 € Ly, (where L,y = L — L,). For o5 € Ly, let W(of) = {s =tof € L(G) : {t €
(X — ay)}). The live', prefix-closed language L(G) is logically diagnosable with respect to

fault o ¢, under the natural projection observation map P (with respect to ) if
(AN; € N)[Vs € W(o()[(Vt € L/s)[|t| > N; = D(st) = 1]
where the diagnosability function D : ©* — {0, 1} is

1, ifs’ € P7[P(st)] = of €,
D(st) = / /

0, otherwise.
In other words, a diagnosable system implies that, once fault o occurs, it gets
diagnosed within a bounded observation interval (o € s" means that o appears in

the string s” at least once).

Example 3. Consider the NFA G in Fig. 2.4 where Xy = {0}, Zy = {of}, Lo = Ly and
Y, ={a,b,c,d}. For the given L, and Ls, we easily prove that (AN; € IN)[Vs € W(of) =
{opl(Vt € L/s = {da(a + b+ c)'})[|t| > N; = D(o¢da(a + b + c)*) = 1]; more specifically, in
this case we can take N; = 1. Thus, we conclude that G is logically diagnosable with respect

to fault o ¢.
For simplicity, below we repeat the diagnoser construction for a single fault.

Definition 8. (Diagnoser) [42]. The Diagnoser Gz = {Qq, Ly, 64, Qoa} is a deterministic
finite automaton built from G = (X, L, 6, Xo).
(i). The state space Qg = 2X*2, where A is the complete set of possible labels: A = {N, F} where

'The notion live language refers to a language without terminating strings.
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Figure 2.4: Automaton G (Up) and its Diagnoser (Down) used in Example 3.

F is the label that corresponds to the faulty behaviour and N is the label that corresponds to
normal behaviour of the system. More specifically, a state q; € Qg is of the form q; € X X A,

i.e., gq can be written as

qa = {(xlzll)/ sy (xn/ ln)}/

with x; € X and I; € A (repetitions of x; are permitted?).

(ii). We will use the notation URL(X) to denote the set of states (along with any failure labels
that can be reached in G from states in the set X following any sequence of events (L. — L,)".
The initial state of the diagnoser is given as Quq = URL(Xy) (the fault has not occurred at
the initial states belong to X, so these are labeled as {N} states) where (xo, lo,;) € URL(Xo)
with ly; = {N}, if ds € I; s.t. xo; € R(Xo,s) and s does not contain the fault event oy.
Similarly, (o, lo;) € Qog with ly; = {F}, if ds € X, s.t. xo; € R(Xo,s) and s contains the
fault event o.

(iii). The transition function 84: 2 X £, — 2°** satisfies q', = 64(q4, 0) and updates both
the possible states and matching normal/failure condition(s) as defined in [42]; the current
state q, of the diagnoser captures the set of estimates of G with their corresponding labels. Let
the next observed event be o € ¥, the new state of the diagnoser q', is computed following a
three step process:

1) For every state estimate x, where (x, 1) € q4, compute its reach due to o defined to be R(x, o)
(where R(x, 0) was defined in Definition 3).

2) Let x' € R(x, o) with x" € 5(x,510s,) for some sy, s, € L,. The label I associated to x" with

2For example, state g4 could be the set {(x1, N), (x1, F)}.
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x is obtained based on the label | associated with state x (i.e., (x,I) € qq) and the following
rules:

a) If | = F, then the label I' = F.

b) If1 = N, and s;, s, do not contain the failure event, then the label I’ = N.

c)Ifl = N, and s, andjor s, contain the failure event, then the label I = F.

3) Let 64(qa,0) = q); be the set of all (X', ') pairs computed following steps 1) and 2)

above, for each (x,1) in g.

Note that, for simplicity of our exposition later on (and unlike common practice),
we allow the diagnoser function 6, to be defined everywhere?® (i.e., Qs = 2¥*4) even
if certain states might not be necessary because they may not be reachable from the
initial state Q4. Verification of diagnosability using the diagnoser depends on the

presence of F-uncertain states which are defined as follows [42].

Definition 9. (F-uncertain states) [42]. A state q; € Qu of the diagnoser is called F-
uncertain if A(x, 1), (x',1') € qa, such that F€ land F ¢ I'.

System G is diagnosable with respect to failure type F if its diagnoser (for failure
type F) contains no cycles composed exclusively of F-uncertain states. In addition, a
system will generally * not be diagnosable if its diagnoser contains cycles composed

exclusively of F-uncertain states.

2.4 Classification among Hidden Markov Models

This section describes the hidden Markov model (HMM) and the methods needed
to compute the probability of misclassification among two HMMs.

As a motivating application of classification we present in Fig. 2.5-a an example
from the context of fault diagnosis of a Discrete Event System, which translates to
classification between two HMMs, capturing normal and faulty behavior. Specifi-

cally, the first HMM describes a system with normal behavior, whereas the second

3This is useful in Chapter 3 when we define the synchronized parallel product of local diagnosers in

the context of distributed state estimation and diagnosis.
41t is possible that cycles with F-uncertain states are not executable after the occurrence of faults;

since such cycles do not violate diagnosability, we also need to check against this possibility when

such cycles are present [42].
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HMM describes the same system but with faulty behavior. The Discrete Event Sys-
tem is shown in Fig. 2.5-a with probabilities attached to each transition. The set of
observable events is E, = {a, f} and the set of unobservable events is E,, = {040, 0¢},
where o a faulty event (i.e., Ef = {o¢}).

We divide the initial system into two subsystems as in Fig. 2.5-b, where S®
captures the normal behavior of the system, and S® captures the faulty behavior.
Clearly, P; = P, = 0.5, because of the equal probability to go to state 2 or state 4, from

initial state 1.

a,0.95

Figure 2.5: a) Discrete Event System, b) HMM S%, capturing normal behavior and

S@, capturing faulty behavior of Discrete Event System in a).

Definition 10. (HMM Model). An HMM is described by a five-tuple S = (Q, E, A, A, 1tp),
where Q = {q1, 42, ..., q10/} is the finite set of states; E = {01, 0, ...,0g} is the finite set of
outputs; A : QX Q — [0 1] captures the state transition probabilities; A : QXEXQ — [0 1]
captures the output probabilities associated with transitions; and m is the initial state
probability distribution vector. Specifically, for q, ¢ € Q and o € E, the output probabilities

associated with transitions are given by
Ag,0,q) = P@lt+11=¢" Elt + 1] = o [4[t] = 9) ,
and the state transition probabilities are given by
Alq,q) =P@lt+11=1q"14[t] = 9),

where q[t] (E[t]) is the state (output/observation) of the HMM at time step t. The output

function A(q, 0,q") describes the conditional probability of observing the output o associated
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with the transition to state q' from state q. The state transition function needs to satisfy

Aq,q) = ZA(M q) 2.1)

o€E

QI
and also Z A@g,q) =1,V¥q€Q.

i=1
Given an HMM model S = (Q,E, A, A, 1tp), we also define for notational convenience

the |Q| X |Q| matrix A,, associated with output o € E, as follows: the (k, j)" entry of A,
captures the probability of a transition from state q; to state qi that produces output o, i.e.,
As(k, j) = A(gj,0,qx). Note that A = Y. ¢ A, is a column stochastic matrix whose (k, 7
entry denotes the probability of taking a transition from state q; to state qy, without regard

to the output produced.

Suppose that we are given two HMMs, captured by S = (QW, ED, AW, A, nf)l))
and S@ = (Q@¥,E®@, A®@ A®), néz)), with prior probabilities for each model given by
Py and P, = 1 — Py, respectively. Given E0) = {0(]) a(]) I(I{S)“ 4, i ={1,2}, for the two
HMMs, we define for notational convenience E = E® U E® with E = {01, 0y, ..., 0|},
and let AE,];.) be the transition matrix for S, j = {1,2}, under the output symbol
0; € E. We set AV to zeroif 5; € E — ED. If we observe a sequence of 7 outputs
Y7 = yl1],yl2], ..., y[n], with y[t] € E, that is generated by one of the two underlying
HMMs, the classifier that minimizes the probability of error needs to implement

the maximum a posteriori probability (MAP) rule. Specifically, the MAP classifier

compares

n | g
R
and decides in favor of SU (5@) if the left (right) quantity is larger. When we decide
in favor of one or the other model, we incur a probability of error proportional to the
probability of the model that was not selected; with some algebra, it can be shown
that P(error, Y”) = min{P; - P(Y? | SU), P, - P(Y? | §@)}. Clearly, if E¥ # E@), at least
one symbol o; is unique to SV (i.e., 0; € E — E@) or to S@ (i.e., 0; € E — EV), and if
we happen to observe o; (i.e. y[t] = o0;, for some t) then we will choose the model
with nonzero probability of error and will make an error with zero probability. More
generally, however, the probability of error will not be zero.

To calculate the a priori probability of error before any sequence of observations

of length n is observed, we need to consider all possible observation sequences of
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length 7, so that

P(error atn) = Z P(error, Y7), (2.2)

YieEr

where E" is the set of all sequences of length n with outputs from E. We arbitrarily
index each of the d" (d = |E|) sequences of observations via Y(i), i € {1,2,...,d"}, and
use Pl@ to denote Pl(.j) = P(Y(1)ISY), j € {1,2}. Note that some of these sequences
may have zero probability under one of the two models (or even both models). The
probability of misclassification between the two systems, after n steps, can then be

expressed as
P(error atn) = Z P(error, Y (7))
d'l

Z min(P; - P, P, - P?). (2.3)

i=1

We can calculate ng) = P(Y(i)|S") with an iterative algorithm, a detailed de-
scription of which can be found in [1,19]. Specifically, given sequence Y| =
y[1], y[2], ..., y[n] we calculate p =AY )n]A(y][)n 1 A;)llnéj ), which is essentially a vector
whose k™ entry captures the probability of reaching state g, € Q' while generating
the sequence of outputs Y" (i.e., pt (k) = P(q[n] = g1, Y?|SD)). If we sum up the entries

)] (7 n _ vIQ? ()
 we obtain P;,l =P(Y?|SV) = Zk L i (k).

of p,)
Utilizing the above algorithm, we can certainly compute the probability of error
at n by explicitly calculating P; - Pl(.j) for each sequence Y(i). The obvious problem

with this approach is that it has to enumerate all d" sequences.

Example 4. Suppose we are gwen the two HMMs shown in Fig. 2.6, with EV = E® = E =
{a, B}, — 71(2) [ 10 ] and P; = P, = 0.5. The corresponding AS),AE),AEXZ),AE)
are as follows.

— 0 095 -
Ay = A = ,
0 0.05 10

[0 0.05 |
A = :
0 095 10

(ol
If the sequence Y(£) = Papa is observed, we have Pg,l) Z p(l)(k) = 0.05, where

1)
py) = ADADADAD Y, and PP = Z (k) = 0.95, where pf = APAPADAD 7.
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a,0.95

1 - 2

o, 0.05

a, 0.05
B 1

Figure 2.6: SY (up) and S® (down) in Example 1.

Thus, the probability of error between the two models if this specific sequence is observed is

P(error, Y(€)) = 0.025.
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Chapter 3

Fault Diagnosis in Decentralized and

Distributed Settings

3.1 Introduction

We explore different state estimation problems in DES in three different settings
(centralized/decentralized/modular). In Fig. 3.1 we can see that in all settings, we
construct, for each problem, specific automata (es) whose function is to perform
state estimation. In the centralized approach, we have a monolithic system G, then
we construct its state estimator (es), based on which we make a decision. In the
decentralized setting, we have several local modules of the system G (OM;), each
assigned with a state estimator (es;), and all state estimators send their local decisions
to a coordinator, which decides for the system (G). The distributed setting lacks a

coordinator, and allows instead communication between the local estimators.

We consider distributed fault diagnosis in a discrete event system, modeled as a
nondeterministic finite automaton and observed at multiple observation sites, each
with distinct observation capabilities. The majority of previous work in this set-
ting has focused on separately implementing local diagnosers at each observation
site, without attempting, at any point, to refine the diagnostic information of these
observation sites by exchanging information among them. Instead, these local diag-
nosers typically rely exclusively on communicating their decision (fault or no fault)
to a coordinator that is responsible for making the ultimate diagnosis decision (e.g.,
co-diagnosability).

Diagnosability has been investigated in decentralized architectures [8,13,33, 36,
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decision decision decision

Coordinator

Figure 3.1: a) Centralized, b) decentralized, and ¢) modular) architectures for state

estimation.

48,51,52]. In particular, the authors in [13] propose three protocols for coordinated
decentralized diagnosis. Protocols 1 and 2 assume unidirectional communication
from the local diagnosers to a coordinator, whereas Protocol 3 assumes no commu-
nication between them or to any coordinator. Polynomial complexity algorithms for
the verification of Protocol 3 and variations of it can be found in [33,36,48,51,52].
In [52] decentralized diagnosability is studied under a framework of conditional deci-
sions issued by the local sites, and polynomial tests are proposed for the verification
of equivalent language-based notions of decentralized diagnosability. In [51] the
authors propose polynomial algorithms to transform a problem of co-observability
to the problem of co-diagnosability under the assumption of dynamic observations.
They also propose a polynomial-time algorithm for testing co-diagnosability of the
system based on cluster automata. The authors of [48] study co-diagnosability under
the condition of state-dependence and nondeterminism of partial event observation.
The algorithm proposed in [36] is based on constructing a testing automaton that,
given a faulty trace, searches for corresponding indistinguishable non-faulty traces

at each local site.

In this chapter we study diagnosis using a synchronization-driven intersection-
based distributed diagnosis (called Restricted Synchronization Intersection-Based
Diagnosis, or RS-IBDD). The RS-IBDD protocol allows local diagnostic information
(namely, state estimates and associated normal/fault conditions) to be exchanged
and refined among the local sites. The exchange and refinement of the diagnostic

information takes place at synchronization points, that are predetermined at each
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observation site, by taking the intersection of the state estimates and associated
normal/fault conditions provided by the local diagnosers. The fused information
is then communicated back to the local diagnosers, which subsequently continue
operation based on this refined diagnostic information. In this protocol there is
no need for a coordinator, but the diagnostic information is exchanged and refined
among the local sites. Furthermore, the presence of communication constraints
dictates a more general approach, which, among others, exploits the communication
graph that represents the bidirectional communication capability between local sites.
The diagnosability of the resulting distributed protocol is shown to be verifiable with
polynomial complexity (in the size of the state space of the given nondeterministic
finite automaton) and exponential in the number of observation sites (which is not
foreseen to be a prohibitive factor in practical applications).

Thus, unlike the majority of previous work that does not allow exchange of
diagnostic information among local observation sites, in this chapter, we allow in-
formation flow from one local site to another (which occurs when, at the coordinator,
we take the intersection of the sets of states estimates and associated normal/fault
conditions of all local diagnosers). Among other implications, this means that we
do not have a completely decentralized setup any more, but rather a (special case
of a) distributed one. Other works that have allowed information to flow from one
observation site to another include [16,47] which focus on modular systems (with
a local observer for each module) and explore iterative strategies that involve ex-
change of diagnostic information and intersection operations for refinement among

neighboring local sites.

3.2 Description of RS-IBDD Protocol in the Presence of

Communication Constraints

We consider a system G = (X, L, 6, Xp) (modeled as an NFA) that is observed by
multiple observers, each with its own natural projection map with respect to its
set of observable events. More specifically, there are m observation sites, 1,2, ..., m,
with observation site j having observable events ¥,y C X. These m observation
sites are allowed to exchange information according to the communication links

that connect them, which are captured by a communication graph, described by an
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undirected graph C = {V, &}, where V = {1,2,...,,m} is the set of vertices or nodes
of the graph, that correspond to the local sites, and & C {{i, j} | i,j € V,i # j} is the
set of bidirectional edges. In particular, edge {i, j} € & if communication is possible
between observation site i and observation site j. In other words, the communication
graph C = {V, &} captures the communication capabilities between different nodes
(observation sites). Notice that communication is possible among all local sites or
E={i,j}1i,j €V, i+ j}iff the communication graph is a complete undirected graph

(i.e., there exists an edge between any pair of nodes i, j € V).

Algorithm 1 RS-IBDD Protocol
Input: Consider the setting described in Section 3.2. A sequence of events s € X~

generates a sequence of observations w; = on; (s) € X, at each observation site j.
Since this is a distributed algorithm, we describe what happens from the perspective
of observation site ;.

1) Initialization: Each node j € V sets g5, = URL{(Xo) and w; = ¢.

2) Runtime Operation: Following an event o € ¥, the following actions are taken
by each observation site:

i) qa; = 6d,j(q;/,onj (0)) where q;j is the current state and q4; 18 the next state of the
local diagnoser Qq; at observation site j (notice that if on; (0) = ¢, then nothing will
change since nothing is observed at the observation site j).

i) w; = a);.PZoj (0) where a);. is the sequence of observations seen so far and w; is the
updated version of it (again nothing happens if ¢ is not observable at observation
site j).

iii) Synchronization: If |w;| = 0 mod k; (and a); did not satisfy Ia)}l = 0 mod k),
then j initiates a synchronization under communication constraints as described in
Definition 11. If let [ = {j1, j2, ..., js} € {1, 2, ..., m} be the observation sites that initiate
a synchronization following o.

3) It waits for the next event o to occur and repeats (goes back to Step 2).

Now we describe the proposed protocol in Algorithm 1. Having defined the
constraints imposed in communication exchanges, we next describe the proposed
synchronization strategy for exchanging information among observation sites in
Definition 11. We will use the notation URL;(X’) to denote the set of states (along
with any fault labels that can be reached in G from states in the set X" following any

sequence of events (X — L, )" that is unobservable at observation site j.
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Definition 11. (Synchronization under communication constraints). Consider a sequence
of events s € 1" that generates the sequence of observations w; = Py, (s) at the j™ observation
site. If there was no exchange of information, the diagnostic information at local site j would
consist of all possible states that could be reached (given w;) along with their matching
label(s) | € A. In other words, the diagnostic information at local site j would be given
by the set qu; = 04,(Qoa;, w;) of the diagnoser Qu. associated with local site j. Notice that
diagnoser Ga; = {Qa;, Lo, 0a;, Qoa;} 15 constructed as in Definition 8 with L, = Lo, The
synchronization strategy modifies the diagnostic information at each site as follows:

A priori, a nonnegative integer constant k; is chosen for each site. The constants ki, k,,
..., ki govern how synchronization among the observation sites is performed. Specifically,
local site j initiates the exchange of diagnostic information with the observation sites it can
communicate with (i.e., sites in the set N; = {i | {i, j} € &}) when it observes k; events,
since the last synchronization it initiated. In other words, observation site j initiates a
synchronization when |w;| = |onj (o)l = 0 mod k; (i.e., the length of w; is a multiple
of ki). Let Js = {j1,j2, - js} S {1,2,...,m} denote the observation sites that initiate a
synchronization following o. Each observation site j € |; does the following:

S.i) Downloading phase: Local site j € |, downloads the diagnostic information S; (state
estimates along with associated normalffault conditions) from all neighboring sites (i € N).
In other words, local site j obtains {S; | i € Nj}.

S.ii) Refining phase: Local site j € |, refines the diagnostic information by intersecting its
local diagnostic estimate with all downloaded diagnostic estimates and taking the unobserv-
able reach of the resulting set of estimates with respect to its own unobservable events; the

resulting diagnostic information at site j € J; is given by

S;r) = URL]'(mieNU{j}Si)‘

S.iii) Sending phase: Local site j € |, sends the refined diagnostic estimate S;r) to all
connected local sites in the set N.

S.iv) All sites take the intersection of the sets of refined estimates they might receive with
their own set of estimates, as well as the unobservable reach with respect to their own set of
unobservable events. They then continue operation from this refined diagnostic information.

In other words, for all observation sites i

$Y = URL(S" n (mje(N/.m,s)sy’)).
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Note that Sl(,y) = S, for nodes in the set i € {1,2,...,m} — J;. Moreover, ng) = Sl@ = S, for
all nodes in the set {1,2,...,m} — | — U;e; N;. Also, if there are two or more local sites that
simultaneously initiate synchronization, then these three steps (Downloading, Refining, and
Sending) run simultaneously for the initiating local sites.

Diagnosis decision: When at least one local site j positively verifies the presence of a fault
(or the presence of a specific class of faults) in the system (i.e., ng ) contains exclusively states
with label F — or exclusively faults from a specific class of faults), then that fault (or fault

class) is detected (or identified).

Remark: Note that the above synchronization strategy implies that, following a se-
quence of events s, the state of observer j will not necessarily be identical to the
state observer j would be in following the sequence of observations w; = onj (s) (i.e.,
qji = 04,(Qoa;, w;j)) because of refinements that might take place due to earlier syn-
chronization exchanges (which could be initiated by either this particular diagnoser

or its neighbors).

Example 5. The overall procedure is graphically illustrated in the example in Figs. 3.2
and 3.3. We have a communication graph C = {7V, E} with four local sites O1, O3, O3, Oy.
Suppose that at a particular time instant, the diagnostic estimate before initiation of a
synchronization is captured by sets (of state estimates and corresponding normal/failure
conditions) S1, Sz, S3, Sa, respectively for sites O1, O,, O3, O4 (note that S; necessarily satisfies
Si = URL(S;)). Suppose the protocol is initiated simultaneously by local sites Oy and
O3 because the latest event was observed at both Oy and Os, and brought their counters
respectively to ky and ks. First, each local site downloads the diagnostic estimates from all
neighboring local sites. Then, each initiating site refines its diagnostic estimate (e.g., for O3
this refinement results in S(;) = URL3(S2 N S3 N S4)). Finally, each site sends its refined
diagnostic estimate to its neighbors. Note that O, receives refined diagnostic estimates from
both initiating local sites, which means that overall the diagnostic estimate for that site is
the unobservable reach (with respect to the events that are unobservable at site 3) of the

intersection of the received diagnostic estimate from SY) and Sg).

Though there are many motivating examples for distributed diagnosis in discrete
event systems (e.g., from automated manufacturing), we discuss here a setting that
involves joint tasks for vehicles that communicate with each other. Consider, for ex-

ample, the vehicles Oy, O,, O3, O, in Fig. 3.4 and assume that their goal is to perform
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O, G site 1 downloads S

Refining—s UR;(S1 N S)
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Refining — U R3(S2 N S3 N .Sy)

Figure 3.2: Downloading phase and refining phase for the two initiating local sites,

O; and Os.

URy(UR, (81N S2)NUR3(S3NS3N.8y))
Ol Gsitc 1 sends UR;(S; N S»)
URy(S1NS)

" site 3 sends URs(S2N 530 Sy)
03 Hi O 04
UR3(S2N S3N .Sy) UR4(UR;3(S'_) NSsN 54) N Sy)

Figure 3.3: Sending phase for the two initiating local sites O; and Os.

a sequence of tasks (events) that is described by the language of a known nondeter-
ministic automaton. We assume that all abnormalities (faults) are also captured in
this NFA. The goal is to use the local diagnosers associated with each vehicle (viewed
as local observation sites), that presumably observe different subsets of the various
events, to diagnose the possible occurrence of faults. In the following example, we
illustrate the synchronization strategy under two different communication graphs.

As a motivating example, we are given NFA G in Fig. 2.4 and four observation
sites, with locally observable event sets X, = {a,b}, X,, = {b,c}, Z,, = {b,d}, and
Y,, = {c,d}, under local natural projection maps P;, P,, Ps;, and P,, respectively.
Suppose the sequence of events st = o¢dab”, n > 1 € IN, occurs with s = o and
t = dab".

Notice that in case of co-diagnosability, there does not exist a local observer able
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Figure 3.4: The output of the process (dotted lines) is a sequence of events s from
an NFA G. Depending on the set of observable events at each local site, each local
observer sees a different projection of s, denoted by Pj(s). A communication graph
captures the constraints in terms of information exchanges allowed between the four

local sites.

to diagnose this fault occurrence on its own. To see this, we can check what happens
at each observation site. Considering the first local site with observable event set
Y, ; it observes P;(st) = ab" and, for all n, we can find ¢ = ab"” € P~ '[ab"] N L(G),
such that o ¢ t'. Thus, the first local site cannot decide about the fault occurrence.
Using the same reasoning, with all remaining local sites, we see that there does not
exist a single local observer able to diagnose the fault on its own. It follows from the

definition of co-diagnosability that the system is not co-diagnosable.

In the case of the IBDD protocol in [35], the fault will also not be detected. To see
this, we can construct the four local diagnosers (Definition 8) G;; = (Qu,i, Zo,, 04,1, Qo,i)
for i € {1,2,3,4} with the corresponding X,. The initial states are given by Q1 =
{ON, 1F, 2F}, Qo> = {ON, 1F, 2F, 3F, 4N}, Qo3 = {ON, 1F, 4N}, and Qo4 = {ON, 1F, 4N}. For
st = ogdab”, we have (for n > 1) that 6,1(Qo1, w1) = 042(Qo2, w2) = 0643(Qo3z, w3) =
{3F, 4N}, and 044(Qop2, ws) = {2F, 3F, 4N}, with w;, = ab", w; = w3 = b", and w4 = db"
(note that w; = onz, (st)fori=1,2,3,4). This means that, ¥n € N, after the intersection
of the four sets of diagnostic information (state estimates along with labels), the
coordinator remains confused about the occurrence of the fault. Thus, the system is

not IBDD diagnosable (the intersection between state estimates is {3F, 4N}).

We now consider RS-IBDD under communication graph C; in Fig. 3.5 with k; =

k, = ky =10, and k3 = 1, being the numbers of events that govern the synchronization
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protocol at each local site. We illustrate the execution of the protocol for ambiguous
faulty string st = odab". The third site initiates the synchronization protocol, when it
observes the event d, i.e., after the sequence of events s = od is executed. According
to the synchronization protocol under the constraints of the given communication
graph Cj, the local site 3 downloads the diagnostic estimates from local sites 2 and

4. It refines its diagnostic estimate to
URL3(64,3(Qoz, P3(s)) N 04.2(Qo2, P2(s)) N 0a.4(Qoa, Pa(s))) =

URL3(643(Qo,3,d) N 042(Qo, €) N 044(Qoa,d)) = {2F, 3F, 4N}

(where s = 0¢d and P,(s) = € and P3(s) = P4(s) = d), and sends this refined diagnostic
estimate to local sites 2 and 4. The same procedure is followed for subsequently
observed symbols until the last symbol of the observed sequence. The key difference
from previous works in decentralized settings is that some (but not neccessarily
all) local sites continue their estimation from a refined set of state estimates and
associated normal/fault conditions. Specifically, the synchronization initiated at
local site 3 after observing d will force local site 2 to state {2F, 3F, 4N} (note that local
site 4 actually does not benefit from this synchronization step). In this example, the
synchronization protocol is not able to diagnose the fault, because it can be shown
that after observing st = o¢dab", for n = 1, the local diagnosers enter a cycle, where
all local estimates remain {3F,4N}. Therefore, any future initiation of the protocol,
by any local site, will be unsuccesful into further refining the diagnostic estimates;

thus, the approach will be unable to identify the fault.

010 D0,

O;; @é """""""""" ’OO]

Figure 3.5: Communication graph (C;), representing communication between local
observation sites in Example 2 (the line between nodes O; and O, represents the
edge {1,2} € &). The initiating local site is 3, and the active links are represented by
the dotted lines.
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Example 6. As in Example 2, suppose we are given NFA G in Fig. 2.4 and four observation
sites, with locally observable event sets ©,, = {a, b}, X, = {b,c}, Lo, = {b,d}, and Z,, = {c, d}
under local projection maps Py, Py, P3, and Py respectively, and ky = ky = ky = 10,and ks = 1.
We assume that the communication graph C, is the graph in Fig. 3.6. We illustrate our
protocol for st = o rdab”, which is the only problematic string from the set of faulty behaviours
(st = agda(b + c)"), because after observing c for the first time. The fault will be diagnosed
locally (by local site 2). When s = o ¢d occurs, d is observed at observation sites 3 and 4, whose
local diagnostic information is given by 043(Qos,d) = 044(Qoa, d) = {2F, 3F,4N}. The first
and the second diagnoser remain in the initial states 641(Qo,1, P1(s)) = Qo1 = {ON, 1F, 2F},
042(Qoz2,P2(s)) = Qo2 = {ON, 1F, 2F,3F, 4N} (d is unobservable at the first and second
observation sites, so we have P1(s) = P,(s) = ¢€).

Since ks = 1, the third site initiates a synchronization protocol, immediately after observ-
ing the event d. According to the synchronization protocol and under the constraints of the
communication graph, the following occur: (i) local site 3 downloads the diagnostic infor-
mation (state estimates and matching labels) from local sites 1 and 4; (ii) subsequently, local
sites 1 and 4 obtain refined information from site 3; more specifically, local site 3 refines its
diagnostic information to URL3(043(Qo3, P3(5)) N641(Qo,1, P1(5)) N 044(Qo,4, Pa(s))) = {2F},
and sends this refined diagnostic estimate to local sites 1 and 4. The same procedure is fol-
lowed for subsequently observed symbols until the last symbol of the observed sequence. In
this example, we have already detected the fault, because at least one local site unambiguously
diagnoses the fault. More specifically, local sites 1, 3 and 4 are now in position to diagnose the
fault because all of their state estimates are associated with the fault label F. In fact, at later
synchronizations that involve other observation sites, this certainty about the occurrence of a
fault will propagate to other (and eventually to all) observation sites. Also note, that since the
faulty behavior was the only challenging behavior in terms of diagnosis, this discussion has
also verified that the system is RS-IBDD diagnosable (under this particular communication
graph C, and constants ky, ky, ks and ka).

From the above, we conclude that our proposed synchronization-driven intersection-based
distributed diagnosis protocol in the presence of communication restrictions (RS-IBDD)
diagnoses the fault, at least when ks = 1 (i.e., local site 3 initiates a synchronization each
time it observes an event). It can be shown that RS-IBDD is unsuccessful in diagnosing
the fault when ki = k, = ky = 10 and ks > 1; in such cases, the local diagnosers enter an
Fi-uncertain cycle, and, no further initiation of the protocol can make the system exit from

that cycle.

32



0363 --------------------- 00,

Figure 3.6: Communication graph (C,), representing communication between local
observation sites in Example 3 (the line between nodes O; and O, represents the
edge {1,2} € &). The initiating local site is 3, and the active links are represented by
the dotted lines ({1, 3}, {1, 4}).

Now we express formally the notion RS-IBDD diagnosability, which roughly is
the diagnosability for a system on which we apply the RS-IBDD protocol.

Definition 12. (RS-IBDD diagnosability in discrete event systems). Suppose we are given
a system G = (X, L, 6, Xo) (modeled as an NFA) that is observed by multiple observers,
each with its own natural projection map with respect to its set of observable events. More
specifically, there are m observation sites, 1,2, ..., m, with observation site j having observable
events Lo, € X. These m observation sites are allowed to exchange information according
to the communication links that connect them, which are captured by a communication
graph, described by an undirected graph C = {V,&}. For a given fault event o¢, 05 € Ly,
(where L, = L. — X, where X, = Uy;L,), let W(os) = {s = tof € L(G) : {t € (Z—0¢)}}. The
live, prefix-closed language L(G) is RS-IBDD diagnosable with respect to fault oy, if after
applying the RS-IBDD protocol, the following holds:

(AN e N)(¥s € W(op)(Vt € L/s: |t = N)Tj € {1,2, ...,m})[DfS—IBDD(st) =1]

where the diagnosability function DfS‘IBDD : X — {0, 1} is referred to the ability of the local
site j of locally diagnosing (or not) the fault, when all observation sites follow the RS-IBDD
protocol. Applying the RS-IBDD protocol, we define the local state estimate, for a local site

j, following an event sequence® s, as RS;(s). The formal definition of DfS‘IBDD follows:

'In the next section, we introduce the constructions of System Diagnoser and System Verifier,

which can be used to reconstruct the RS;(s) for an event sequence s.
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D?S—IBDD(St) _ L if{¥(x, ) € RSj(st)} = {I = {F}},

0, otherwise.

In other words, RS-IBDD diagnosability needs at least one local site, able to
distinguish the fault for all continuations for the given faulty behaviour of a system

(this local site could be different, for different continuations).

Remark: note that RSj(st) (and thus DfS‘IBDD (st)) are functions of the sets of observ-
able events at each observation site as well as the constants ki, k», ..., k,, that have

govern the synchronization protocol.

3.3 Verification of RS-IBDD Diagnosability using a Syn-

chronized Product of Local Diagnosers

In this section we describe the verification of diagnosability for the RS-IBDD proto-
col. The main steps of the verification process are described below. (i) Build each
enhanced local diagnoser with side information that tracks how many events the
corresponding local site has observed so far since the last synchronization it initi-
ated (Definition 13). (ii) Take the parallel product of all enhanced local diagnosers
(Definition 14). (iii) Enforce diagnostic information refinement (in terms of the down-
loading, intersection and refinement operations) whenever an event is observed that
makes the counter modulo k; at observation site j zero. (iv) Take the product of the
system with the parallel product of all diagnosers to eliminate behavior in the paral-
lel product of diagnosers that is not actually allowed by the system (Definition 15).
(v) Check for interminate cycles in the resulting structure. (In general, the existence
of an F; indeterminate cycle indicates the presence of behavior that does not allow
the detection of fault F;.)

We are given an NFA G = (X, %, 6, Xo) and m local sites, each with set of locally
observable events Yo, Xy C L, under a local natural projectionmap P;, j = 1,2,...,m.
Furthermore, observation site j is associated with a positive integer k; that is used
to govern its synchronization operation. We are also given a communication graph
C = {V, &} that captures the bidirectional communication capabilities between the

local sites V = {1,2, ..., m} via the edges in the set &.
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Definition 13. (Local diagnosers with synchronized events). We construct the local di-
agnoser D; = {Qu, Zoj,éd,j, Qo,j} according to Definition 8. The local diagnoser with
synchronized events is given by Ds; = {Qs i, X, 05, Qosjl. It has states that are pairs of the
form (ga;,zj) € Qs = Qaj % 10,1, ..., k; — 1}, where g4, € Qq; = 2°* and z; is an integer
in{0,1,2,...,k; — 1}. The initial state is Qos; = {(qa,;,0) | 4, € Qo,;}. The state transition

function, for o € ¥, is defined below

(04,i(qa,j,0),(zj +1) (mod kj)), oc€X,,
0s,i((q4,j, 2), 0) = ] J j j

(qa,i, Z)), otherwise,

where no change takes place if the event that occurs is unobservable to observation site j.

Definition 14. (Synchronized Parallel Product of Local Diagnosers (D)). We construct
the local diagnosers Ds; = {Qs;, X, 05 j, Qosj} according to Definition 13 and obtain the
synchronized parallel product of diagnosers Dy = {Qy, Z, 0y, Qo} as a deterministic finite
automaton, where

(i) The state space Qy C [1jeq, . Qs j contains states of the form

a = (Ga,z1), - -, Gam zm)) = (Q1a,2)),

where g4 = (Gan, ---,94m) and z; = (z1(mod ky), ..., zx(mod ky,)).

(ii) When 6 ((44,j,2j), 0) = (q;/j, z;), we define

synci((qa,j, zj), 0) =
0, otherwise.

(iii) The transition function is defined as

01(q,0) = (On(qya, 0), (z + 1) (mod ky))

where

i) zy + 1(mod ky) = (z1 + fi(o)(mod k), ...,z + fu(o)(mod k,,)), where fi(c) is 1, when
o € X, and 0 otherwise.

ii) 6n(qy,4,0) = (SE1,--- ,SEn), where? SE; = URLi(Niken;) atsynce((Gagz0)0)=1y DRLy N DRL)
with

URLj(Nien;uij) (Og,,, 0)), if synci((qa,j 2j), 0) = 1,

DRL; =
! 04,j(qa,j, 0), otherwise,

*We use the notation URL; for the unobservable reach for observation site ;.
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Remark: Note that some of the states of the parallel product of local diagnosers
may have been unreachable from the initial state in the local diagnosers without
synchronized events (then become reachable with the refinement in state estimates
that occurs due to the intersection operation). Also note that after each intersection
operation of local state estimates, we need to take the unobservable reach (URL)

with respect to that observation site.

Definition 15. (RS-IBDD diagnoser (D,)). We construct the parallel product of local
diagnosers with synchronized events Dy = {Q), X, 0y, Qoy}. The system diagnoser D, =
{Qp, L, 6,,Qop} is a (generally nondeterministic) finite automaton that has states Q, =
X X Qy, initial states Qo, = Xo X Qo) and transition function 6,(q,, o) for q, = (x;,q)) and
o € X defined as

Op(qp, 0) = {(x, 0y(q),0)) | x € 6(x;, 0)}.

Remark: The system diagnoser D, eliminates from the synchronized parallel prod-
uct of local diagnosers D; behavior that cannot be possibly generated from the
underlying system G. Note that unobservable events (i.e., events in £ — U ¥, that
cannot be observed at any site) are included in D; but appear as self-loops. Unob-
servable events do not necessarily appear as self loops in D, because they generally

cause changes in the system state.

Definition 16. State q, = {x;,{(qa1, ..., qam), (Z1, ..., Zu)}} € Qp = X X Q) is RS-IBDD
Fi-uncertain if its q; component includes, for each local diagnoser j, subsets of the form

{(x;, 1), (x;., Iy Cqajand F; € lbut F; ¢ I'.

We continue from Example 3. The local diagnosers for the system in Fig. 1 are
illustrated in Fig. 3.7 and a part of the system diagnoser is illustrated in Fig. 3.8.
Suppose that the communication graph describing the allowable communication
exchanges between observation sites is C,. Consider again the sequence o¢dab". It
should be clear from the four local diagnosers in Fig. 3.7 that none of them is in
position to detect the fault; however, as seen earlier, if the four local diagnosers
follow the RS-IBDD protocol, they will be able to detect the fault. In the construction
of the RS-IBDD diagnoser, when o occurs, nothing changes (apart from the system
state) because oy is unobservable to all observation sites. When d occurs, this is
observable to observation sites 3 and 4, and causes a change in the states of those two

diagnosers. In fact, because k3 = 1, the occurrence of d also causes a synchronization
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to be initiated by observation site 3. Eventually, sites 1, 3, and 4 refine their estimates
following this synchronization operation. Notice that, at this point, the fault has
been diagnosed at observation sites 1, 3, and 4. Also note that the resulting state is
a new state, not previously reachable in any of the local diagnosers at observation

sites 1, 3, and 4.

o

Figure 3.7: Local diagnosers for the local sites O3, O,, O3, O4 (with X, = {a,b}, Z,, =
{b,c} Lo, = {b,d} X,, = {c,d}) for the system in Fig. 2.4. For conciseness, the figure

only shows states that are reachable from the initial state of each diagnoser.

We are particularly interested in RS-IBDD F;-uncertain states that exist within

cycles of the system diagnoser. Such cycles are called RS-IBDD F;-confused cycles.

Theorem 3. Suppose we are given a system G = (X, X, 6, Xo) (modeled as an NFA) that
is observed by multiple observers, each with its own natural projection map with respect to
its set of observable events. More specifically, there are m observation sites, 1,2, ..., m, with
observation site j having observable events ¥, C X. These m observation sites are allowed
to exchange information according to the communication links that connect them, which are
captured by a communication graph, described by an undirected graph C = {V,E}. For
a given fault event o¢, 0f € Ly, (where L, = L — X, with X, = Uy;L,), let W(of) = {s =
tof € L(G) : {t € (X —0f)"}}. The live, prefix-closed language L(G) is RS-IBDD diagnosable
with respect to fault oy, iff in the RS-IBDD diagnoser, there are no reachable RS-IBDD
F~uncertain states that exist within RS-IBDD F;—confused cycles.

3As in the case of centralized diagnosis, we also need to verify that these F;—confused cycles can

indeed be executed after the occurrence of a fault [42].
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Figure 3.8: Part of the system diagnoser in Example 3. After the execution of s = o,

local site 3 initiates the synchronization protocol, which refines the state estimates

of all local sites, as shown in the figure.

Proof. Let us assume that there does not exist a reachable F—confused cycle in the
RS-IBDD diagnoser. This means that there does not exist an Fj—uncertain state in
any cycle in the Parallel Product of Local Diagnosers. If this is true, then for any
sequence of events s that contains a fault there exists some (at least one) local site
i, such that after executing the RS-IBDD protocol observation site i does not remain
confused and it is able to diagnose the fault. This means that the system is RS-IBDD

diagnosable.

If there exists at least one reachable Fj—confused cycle, then there exists at least
one F—uncertain state in this cycle. Let f be a sequence of events that gets us to
this F-uncertain state after the occurrence of o, and let s be a sequence of events
that gets us from this F-uncertain state back to it. Then, of any integer n,n >= 0,
the string fs", reaches this F-uncertain state, i.e., for an arbitrarily long sequence of
events following the fault, all local diagnosers are kept confused. Thus, the system

is not RS-IBDD diagnosable. m|

Remark: The complexity of the proposed verification method requires exponen-
tial complexity in the number of states of the given automaton G and exponential

complexity in the number of observation sites.
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3.4 Verification of RS-IBDD Diagnosability using a Syn-
chronized Product of Local Verifiers

In this section, we provide an alternative verification method that relies on a product
of verifiers. The method proposed in this section has complexity polynomial in the
number of states and exponential in the number of observation sites.

The main steps of the verification process are described below.
(i) Build, for each observation site, a local verifier (Definition 17), and enhance it
with side information that tracks how many events it has observed so far since the
last synchronization it initiated (Definition 18).
(ii) Take the parallel product of all local verifiers (Definition 19).
(iii) Enforce diagnostic information refinement whenever an event is observed that
makes the counter modulo k; at observation site j zero; this is accomplished via ap-
propriate intersection and unobservable reach operations of the available diagnostic
information at the observation sites that are involved in this particular synchroniza-
tion step.

We are given an NFA G = (X, X, 6, Xo) and m local sites j = 1,2,...,m. Local site
j has locally observable events ¥, , &,; C ¥, under a local natural projection map P;.
We assume that observation site j is associated with a positive integer k; that is used
to govern its synchronization operation. We are also given a communication graph
C = {V, &} that captures the bidirectional communication capabilities between the
local sites V = {1, 2, ..., m} via the edges in the set &. The RS-IBDD protocol is used
to diagnose the occurrence of faults in the set Xy where (without loss of generality)

Yy C UL Y, . Our goalis to verify diagnosability under the RS-IBDD protocol.

Definition 17. (Local Verifier) The local verifier at observation site j, denoted by V; =
(Qj, Zo;, 05, Qo j), is a non-deterministic finite automaton constructed from the given non-
deterministic system G as follows:

1. Qj = (XX A) X (X X A) is the set of states, where A = {N, F};

2. ¥, is the set of observable events at site j;

3. Qo is the initial state given by Qo,; = {((xo, lo), (x4, [p))| (x0, o), (x5, 1)) € URL{(Xo)}where
URL; was defined in Definition 8 (all initial states are labeled as {N} states and the unob-
servable reach with labels is taken with respect to to the set of observable events ¥, at local

site j). Note that (x;, I;) for notational convenience is also written as x;l;; thus, ((x;, I;), (x/, 1))
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is also written as (x;l;, x'I});

4. 6; is the transition rule defined as 6,((xil;, x!I7), 0) =

= {({xinliv1, X, )} [ 1,82 € 2,
Pj(s1) = Pj(s2) = 0,xi41 € 0(x;,81),x,,, € 6(x,52),

livn = f(li,s1), L, = f(I,52)},

where, for I; € A = (N, F} and sy, h = 1,2, the label function f: A X Z* — A is defined as

1:'/ li:F/
f(i,sn) =4 F, li=Nand Af € L, 07 € 51,
N, liZNm’ldeEZf,GfQSh.

Note that V; is a nondeterministic finite automaton and its number of states is at
most (2|X])?, where |X| is the number of states of the given system G. More generally,
in the case of multiple fault classes it will be (|X| x 2)?> where L is the number of
fault labels (each corresponding to a fault class).

A part of the local verifier for local site 1 with ¥, = {a, b} for the system in Fig. 1
is illustrated at the top of Fig. 3.9.

{4N, 4N}z =0

Figure 3.9: Part of the local verifier (up) and part of the local verifier with synchro-
nized events (bottom) for the first local site O; (with X,, = {a,b}) for the system in

Fig. 2.4.

Definition 18. (Local verifiers with synchronized events). We construct the local verifier

with synchronized events V; = (Qj, Lo, 0j, Qo j) according to Definition 17. The local verifier
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with synchronized events is given by Vj = {Q; ;, L, 05 j, Qo,s;}. It has states that are pairs of
the form (q;,z;) € Qs; = Q;j X 1{0,1, ..., k; — 1}, where z; is an integer in {0,1,2,...,k; — 1}.
The set of initial states is Qosj = {(44,,0) | q; € Qo,j}. The state transition function, for
o € X, is defined below

(0i(g;,0),(zj+1) (mod k))), o€X,,
05,,((9/,2j),0) = M J J i
qi,z)), otherwise.

Definition 19. (Synchronized Parallel Product of Local Verifiers (V)). We construct the
local verifiers Vs; = {Qs ;, L, 05 j, Qo sj} according to Definition 18 and obtain the synchronized
parallel product of verifiers V| = {Qy, X, 6y, Qo)} as a nondeterministic finite automaton,
where

(i) The state space Q) C 1 jep,.m Qs j has states of the form

g1 = (g1, 21), -+, (Gms Zm)) = @G0, 7)),

where g4 = (1, .-, qm) and z; = (21, ..., Zm).

(it) When 6,,((q;,2)), 0) = (q}, z;.), we define

Syncj((q]'/ Zj)r G) ~
0, otherwise.

(iii) The transition function is defined as

01(qu, 0) = (0n(qya,0), (z + 1) (mod ky))

where
i) zy + 1(mod k) = (z1 + fi(o)(mod ki),...,zmu + fu(o)mod k,,)), where fi(c) = 1, when
o € L,, and fi(0) = 0 otherwise.

i1) if we let

DR: = 6](q]/ U)/ lfsyncj((q]/ Zj)/ O) = 0/
] URL;(Nic NG (6i(gi, 0)), otherwise,
we can define the transition function as ii) 6n(qy,4, 0) = {(q1, -, Gm) | gi = {((x, 1), (", "))} €
SE,;, where

SE; = URL;((Nken)alsynci((uz0.0)=1)PRr) N DR;)}.
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This conditional intersection describes mathematically the outcome in terms of pairs of
state/fault estimates that are possible after the completion of the steps from the synchronization
protocol i) downloading, ii) refining (the sets of states DR ), and iii) sending (the sets of states
SE)).

Lemma 1. Suppose we are given a system G = (X, L, 6, Xo) (modeled as an NFA) that is
observed by multiple observers, each with its own natural projection map with respect to
its set of observable events. More specifically, there are m observation sites, 1,2, ..., m, with
observation site j having observable events X, C X. These m observation sites are allowed
to exchange information according to the communication links that connect them, which
are captured by a communication graph, described by an undirected graph C = {V,E}.
Following the execution of the RS-IBDD protocol, where RS(s) = S;, we have the following
property: we can reconstruct the state estimation for this sequence (state estimations for all

local sites), in the Synchronized Parallel Product of Local Verifiers

Proof. For simplicity we represent a state as x, which combines the information of the
state, label and synchronization variable (for a local site). The specific actions that
are part of the RS-IBDD protocol and do not prohibit us from using the Synchronized
Parallel Product of Local Verifiers are:

i) the intersection for local state estimations,

ii) the unobservable reach for local state estimations.

i) Consider an observation sequence s in the Synchronized Parallel Product of
Local Verifiers without applying RS-IBDD related actions (intersection and unob-
servable reach), if the set of the local state estimates for s for local site i € {1, 2, ..., m}
is S; = {x1,x2, ..., X}, then each element of this set is present in the verifier as states
of the form gq; = {x;, x;} C S;. In the case, of RS-IBDD protocol, we need to argue that
the construction is consistent with the downloading, refining, and sending phases of
the protocol that occurs at various points during the execution of s. In downloading
and refining we need to capture the intersection for two or more sets of estimates.

For simplicity let the two sets of state estimates (for two local sites 1 and 2)
be S1 = {x},x),...,x}}, S2 = {x3,%3,...,x7}. The verifier of the initiating node (with
state estimate S;) will have states g, = {x!,x1} € S; and the verifier for the other
local site will have states of the form g, = {x2,x2} C S,. We define the function
f(q1,92) = {xm, xn} if g1 = g2 = {x, x,} and 0, otherwise. It is easy to argue that

S=81N85 =Uy f(q1,92). In this case, following the observation sequence s in the
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Synchronized Parallel Product of Local Verifiers, we are able to reconstruct the local
state estimate for any s, for any local site, after any intersection with any other local
site.

ii) Another operation in the RS-IBDD protocol is the operation of unobservable
reach of a set of local state estimates UR(S) for any observation sequence s. The
unobservable reach will be given again as Uy,cs(UR(q)). This means that we can
reconstruct the total unobservable reach from the unobservable reaches that are
computed into a verifier (Synchronized Parallel Product of Local Verifiers), from all
subsets g = {x1, x,} of the original set S. Finally, we can reconstruct any state estimate
after the execution of the RS-IBDD protocol via the Parallel Product of Local Verifiers,
given that we count also the exact number of event occurrences at each observation

site, which is the case in our construction. The proof is completed.

Definition 20. (F—uncertain states and F—confused cycles). A stateq = ((q1,21), -, (Gm, Zm))
€ Q) of the synchronized product of local verifiers is called Fy-uncertainif {¥q; = ((x;, 1), (x, I’))}
= {l; # ['}. Fy~confused cycleis a cycle in the Parallel Product of Local Verifiers that includes
at least one F\—uncertain state (this is equivalent to saying that all states in the cycle are

Fy—uncertain states).

Theorem 4. (RS-IBDD Verification: Necessary and sufficient conditions). We are given
an NFA G = (X, L, 6, Xo) and m local sites, each with set of locally observable events Lo,
X, €L, under a local natural projection map on;’ j=1,2,...,m. Furthermore, we assume
that each observation site is associated with a positive integer k; that is used to govern its
synchronization operation. We are also given a communication graph C = {V, &} that
captures the bidirectional communication capabilities between the local sites V = (1,2, ..., m}
via the edges in the set &. The system is RS-IBDD diagnosable with respect to a set of faults
Y C UM Y, iff, in the Synchronized Parallel Product of Local Verifiers, there are no F—

uncertain states that exist within F—confused cycles.

Proof. Let us assume that there does not exist an Fj—confused cycle. This means
that there does not exist an F—uncertain state in any cycle in the Parallel Product
of Local Verifiers. If this is true, then for any g4 = ((gy,zy), with q; = (91,92, .-, Gm),
with g; = (x;, 1), (x},1’), for any local site i, there are no two sequences s, s;, with

Pi(s1) = Pi(s2), Vi € {1,...,m}, such that after executing RS-IBDD observation site is
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confused the fault occurred in exactly one of these sequences. This means that the
system is RS-IBDD diagnosable.

If there exists at least one Fj—confused cycle, then there exists at least one
Fj—uncertain state in this cycle, q,4 = (qy,2), with q; = (91,92, ..., qm), With q; =
((x1,1), (x}, 1Y), for any local site i. There are at least two sequences sa,s;, with
Ist], Is5] > 1X?|, for any local site i, with Pi(s) = Pi(s,) = w;, that create the uncer-
tainty in i component of the Fj—uncertain state. If we take any repetition of these
sequences for any Ny, ()™, (s5)No, then the uncertainty will remain. This means that
(VNp € IN), we can find N” > N, and sequences of length N’, that cause the presence
of a Fj—confused cycle. Thus, all diagnosers are kept confused and we cannot be
certain about the occurrence of the fault if we apply the RS-IBDD protocol. The
system is not RS-IBDD diagnosable.

O

Remark: The complexity of the proposed verification method requires polynomial
complexity in the number of states and exponential complexity in the number of

observation sites.
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Chapter 4

Detectability in Discrete Event

Systems

41 Introduction

In this chapter we are interested in exploring state estimation techniques in stochastic
discrete event systems (SDES) that can be modeled by probabilistic finite automata
(PFAs) under particular observation models. The authors of [45] and [46] introduced
notions of detectability in nondeterministic and stochastic settings respectively. In
the approach for detectability in nondeterministic finite automata in [45], the prob-
lematic system behaviour corresponds to sequences of observations that do not lead
to exact state estimation (i.e., they do not lead to perfect state estimation with no
uncertainty). In the approach for detectability in PFA’s in [46], the problematic be-
haviour is associated with sequences of observations that do not allow us to estimate
the exact state with increasing certainty. More specifically, the notion of stochastic
detectability in [46] takes into account all possible observation sequences (infinite
sequences) and declares the system not stochastically detectable when such prob-
lematic sequences are present.

The major contribution of this chapter is the introduction and verification of
the notions of A-detectability and AA-detectability. Specifically, we provide neces-
sary and sufficient conditions for A-detectability, polynomially verifiable necessary
and sufficient conditions for AA-detectability, and a proof that A-detectability is a
PSPACE-hard problem.

The chapter is organized as follows: in Section 2 we revisit notation on proba-
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bilistic finite automata), languages and Markov chains. In Section 3 we repeat the
notion of stochastic detectability intoduced in [46]. In Section 4 we introduce the
notion of A-detectability and its associated necessary and sufficient conditions. In
Section 5 we establish that A-detectability and A-diagnosability are PSPACE-hard.
In Section 6 we introduce the notion of AA-detectability and its associated necessary
and sufficient conditions. During this development of the material we also provide

several examples.

4.2 Notation and Background

Definition 21. (Probabilistic Finite Automaton (PFA)). A stochastic discrete event sys-
tem (SDES) is modeled in this paper as a probabilistic finite automaton (PFA) H =
(X, X,p, mp), where X = {x1,X2,...,xx)} is the set of states (also denoted for simplicity
as X =1{1,2,3, ..., |X|}), L is the set of events, m is the initial-state probability distribution
vector, and p(i’, oli) is the state transition probability defined for i,i’ € X, and o € ¥, as the
conditional probability that event o occurs and the system transitions to state i’ given that

the system is in state i.

We can assign a probability to each trace in I* with the interpretation that this
value determines the probability of occurrence of this trace: if Pr(i’,s) denotes the
probability that s is executed in the system and the end state of the system is state 7,

then we can define foro € ¥,s € X,

Pr(i, €) = mo(i)
Pr(i,s0) = Z p(i, oli") Pr(7’, s)

i’eX

Pr(so) = Z Pr(i, so)

ieX

(4.1)

Definition 22. (Probability of an observation sequence w). Suppose we are given a PFA
H = (X, L,p, mp), with s C X being the set of observable events with respect to the natural
projection map P. For any observation sequence w = wyws...w, € X7, , of length n, the state

probability of state i € X is

(i) = Y Pr(i,s),

seX*:(P(s)=w)A(Ates:P(t)=w)

where 1t,,(7) is the probability of occurrence of observation sequence w leading to state i € X.
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The probability of sequence w is

(w) = Z 12,.(i).

ieX

More generallly, for X’ C X,

mo(X') = ) (i),
iex’

Note that if one of two strings s and t (with P(s) = P(t) = w) is a prefix of the other
(say t € 3), then to obtain the probability 7, we only include the probability of the
prefix string.

An example of a PFA can be seen on the left of Fig. 4.1. When p(’, 0 | i) = 0, state
i’ is not reachable from state i via event o (in the diagram representing the given PFA,

we do not draw such transitions). Clearly, we have ) ;cx Y.oer p(7',0 | 1) = 1, Vi € X.

Definition 23. (Unique NFA from a PFA). Given a PFA H = (X, X, p, 1p) we can associate
with it a uniqgue NFA G = (X, X, 6, Xo) where the state transition function 6 : X x & — 2%
is defined fori € X, 0 € L as

o@i,0) ={7|p@,oli) >0},

and the set of possible initial states is defined as Xy = {i | 1o(i) > 0}. In this way, the behavior
of the PFA H is mapped to the behavior of the associated NFA G, i.e., L(H) = L(G) (where
L(H) = {s € X*| Pr(s) > 0}).

The following PFA is needed in later sections, where we perform probabilistic

classification.

Definition 24. (Observable PFA associated with a given PFA). We construct PFA H, =
(X, Xovs, Po, T0) by omitting the unobservable events. The transition probability matrix

po(j,o | i) for i,j € X and o € Lys is obtained by setting (i) = 1, and calculating
po(io 1) =) Pr(js0).

S€Xy,

Now we provide definitions from classification of PFAs, that will become useful

later in the paper.

Definition 25. (Probability of Misclassification among two PFAs using the MAP rule).
Suppose that we are given two PFAs, captured by Hy = (Xi,X1,p1,T0,1) and Hy =
(X2, X2, P2, T02), and Leps © X1 U Xy is the set of observable events with respect to a

natural projection map P. We are given prior probabilities for each model given by Py and
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P, =1 — Py, respectively. To calculate the a priori probability of error when using the MAP
rule, before any sequence of observations w of length n is observed, we need to consider the

probability of error for all possible observation sequences of length n, so that

Pr(error at n, Hy, Hy) = Z Pr(error, w) =

n
a)e)lobs

Z min{Pr(w, Hy), Pr(w, H,)).

n
weZUbS

Definition 26. (Probability of Misclassification when using the MAP rule, among m PFAs).
Suppose we have m different PFAs H; = (X;, X, pj, 1to,j), with j € {1,2,...,m}, and Ly, C
UL, is the set of observable events with respect to a natural projection map P. We are given

a prior probability P; for each model H;, such that Z P; = 1. The a priori probability of
i

misclassification when using the MAP rule (before any sequence of observations w of length

n is observed) is given below

Pr(erroratn) = Pr(error, w) =
weLh
_ Z (Pr(w) = max (Pr(w|H)P}),
wer” o

obs

where Pr(w) = Z Pr(w|H;)P;.
j=1

Definition 27. (Markov chain M). Given a PFA H = (X, X, p, my) we can associate with it
a Markov chain M = (X, A, 1tp), where X is the set of states; A is the state transition matrix
defined so that its (j, i)th entry captures the probability of a transition from state i to state j
(given by pm(j | i) = Y.oex P(j, 0 | 1), and o is the initial state probability distribution vector,
defined so that its ith entry m(i) captures the probability that the Markov chain starts from

state i at start up.

Example 7. The following example is used to clarify the notation. Consider the PFA H

depicted on the left of Fig. 4.1 with X = {1,2,3}, £ = {«a, §}, 6 as defined by the transitions

in the figure (along with their probabilities), and* my = [3, 3,11 (i.e., each state is equally
likely at the initialization of the system). Consider also the underlying Markov chain M of
PFA H, at the right of Fig. 4.1. The unique NFA G = (X, %, , Xo) associated with PFA H

has 6 as defined by the transitions in Fig. 4.1, and X, = {1,2, 3}.

ZNote that ’ denotes matrix or vector transposition.
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Figure 4.1: PFA H (left) and its underlying Markov chain M (right).

We now provide results from Markov chain theory that will help us deal with

the problem of detectability in PFAs later in this chapter.

Definition 28. [9,44] (Irreducible or strongly connected Markov chain). A Markov chain
MC = (Q, A, my) (where Q = {q1,92,...,q01} or Q = {1,2,...,|Ql} is the set of states) is
irreducible if for all j,i € Q, there exists some n € IN such that A"(j,i) > 0, where A"(j, 1)
captures the transition probability from state i to state j in exactly n steps (given by the

(j, 0)th entry of matrix A").

Definition 29. [9,44] (Aperiodic Markov chain). A state q; € Q of a Markov chain
MC = (Q, A, my) is said to be periodic if the greatest common divisor d of the set {n > 0 :
Pr(qln] = gi 1 q[0] = q;) > 0} is d > 2 (note that q[t] = q; denotes the event that the state of
the Markov chain at step t is q;). If d = 1, state q; is said to be aperiodic. The Markov chain

is said to be aperiodic if all states q; € Q are aperiodic.

Lemma 2. [9] If a Markov chain MC = (Q, A, my) is irreducible, then all its states have the
same period. It follows that if d = 1 for any state of an irreducible Markov chain, then all

states are aperiodic.

Definition 30. Let 7t[t] be a |Q|-dimensional vector whose jth entry denotes the probability
of being in state q; after t steps. We have n[0] = g and n[t] = An[t — 1] = Al for
t=1,2,..

Definition 31. [4,9] (Recurrence Time). Given a Markov chain MC = (Q, A, 1tp), the
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recurrence time of state q; € Q is defined as
T; = inf{n > 0 : q[n] = q,}.

Definition 32. [4, 9] (Recurrent States of a Markov Chain). Given a Markov chain
MC = (Q, A, my), a state g, is called recurrent (q; € Qgr, where Qr C Q is the set of recurrent
states) if

Pr(T; < oo |g[0] =g;) = 1.

Thus, recurrence implies that a state is visited infinitely often.

Definition 33. [9] (Stationary distribution of a Markov chain). If the Markov chain
MC = (Q, A, my) is irreducible and aperiodic, then }im t[t] exists and is called the stationary

distribution of the Markov chain denoted by 1t = [1t5(q1), 7ts(92), .., Tts(qi0)] -

Note that the stationary state probability vector for a PFA H = (X, X, p, o) (as-
suming that one exists) is the same as the stationary state probability vector of its
associated Markov chain MC = (X, A, mp), i.e., it is the unique probability vector that

satisfies T = ATt.

4.3 Detectability in Stochastic Discrete Event Systems

We first revisit some definitions from [46], which provide relevant background for
our development. Throughout this section, we consider a PFA H = (X, X, p, mp) with

set of observable events ¥, C X under the natural projection map P.

Definition 34. (p,(x;)). Given x; € X, and w € P(L(H))

is the conditional probability of occurrence of state x; given that observation sequence w has

occurred (recall that Tt,(x;) was defined in Definition 22).

Definition 35. (Convergent sequence). Consider an infinite sequence of observations w =

W1@3...W;... and let ] = w1w;...w, be its prefix of length n. Let
P(a)}f) = maX(Pw’; (xl)/ ng (.Xz), ceey Pw'f (xle));
then, w is convergent if lim p(w}) = 1.
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Below we provide the definition of (strong) stochastic detectability introduced

in [46].

Definition 36. (Strong (Stochastic) Detectability) [46]. A stochastic discrete event system
captured by a PFA H = (X, L, p, o) is strongly (stochastic) detectable with respect to a set

of observable events Ly C X if from equally likely initial states (i.e., 19 = |>1<_|1) all infinite

sequences are convergent (Definition 35). This means
(VO <a <1)dN € N)(Vn > N)

{(s € X' : Pr(s) > 0 Als| = n) = (p(P(s)) > a)}.

4.4 A-Detectability in Stochastic Discrete Event Sys-
tems

In this section we introduce the notion of A-detectability; we also develop a method-
ology to verify it using observer based techniques, and prove that A-detectability is

a PSPACE-hard problem.

Definition 37. (A-Detectability). A stochastic discrete event system captured by PFA
H = (X, X, p, n) is A-detectable from initial probability distribution 1o with respect to a set
of observable events Xy C X if

(Ve > 0)(AN € N)
Pr(fs € X" : [ls] = n 2 N, [R(Xo, P(s))| > 1}) <€,
where R(Xo, P(s)) is taken with respect to the NFA G associated with PFA H.
Remark: A comparison between Strong Detectability and A-detectability shows
that if the NFA associated with a given PFA is strongly detectable then the PFA is
A-detectable. The proof is outlined below. Suppose the nondeterministic automaton
G = (X L, 6, Xp), associated with a PFA H = (X, L, p, rtp), is strongly detectable with

respect to natural projection map P for a set s C X of observable events. Then, the

PFA H can be shown to be A-detectable. From Definition 4, we have
(AN € IN)

{(VYs € X" [ls]| = n = N) = [R(Xo, P(s))| < 1} =
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Pr({s € X* : [|s|| = n > N, |[R(Xo, P(s))| > 1}) =0,

which, according to Definition 37, means that PFA H is A-detectable. Note, however,
that the converse is not necessarily true. A counter example is the PFA in Figure 1,

which is used as a running example in the thesis.

Next we discuss the verification of A-detectability, which relies on the construc-

tion of a stochastic observer.

4.4.1 Verification of A-Detectability

Next we describe a useful extension of observer G,,; from Definition 5, based on the

NFA G that is associated with the given PFA H.

Definition 38. (G,js with unobservable self-loops ( Gops)). Given an NFA G = (X, L, 6, X,)
with set of observable events Xy, C X under the natural projection map P, the observer (or
current-state estimator) is a deterministic finite automaton (DFA) Gops = (Qops, Zobss Oobsr Qo,0bs)
constructed as in Definition 5. Adding a self-loop to each state of DFA Gy for each label in
the set Ty = L — Zops, we create the DEA Gops = (Qopsy T, Oobs, Qo,0s).- More specifically Sovs

extends Ops, as follows: for Q € Qups and o € X

6obs(Qr G)/ ifO’ € Z"obs,
Q, if 0 € Ly,

Sth(Q/ 0) =

Definition 39. (Stochastic Observer Hys). Given a PFA H = (X, X, p, mo) and a natural
projection map P with respect to the set of observable events Lo C X, Hops i constructed as
follows:

(1) We construct the (deterministic) observer Gops = (Qops, Lobs, Oobs, Qo,obs), and then Gops =
(Qubss Z Oops, Qo.ovs) With respect to the NFA G = (X, T, 6, Xo) associated with H.

(2) We construct the PEA Hyps = HX Gops := (XX Qops) Z, Dobs, T00,0bs), Where XX Qops 1S the set
of states, pobs(x;.',, olx;) is the state transition probability defined for xé. = (x;, Qi) € X X Qops
and x;f, € X X Qus (ie, xj € X, Qi € Qops, x; € X and Qv € Q) and 0 € L, as
pobs(x;',,olx;.) = p(xj, 0lx;) if Qv = dus(Qi, 0), and pobs(xj.',,alx;) = 0, otherwise; Ttops 18 the
initial-state probability distribution vector given by a column vector with Tt s (x;.) = Tio(x})

if Qi = Qo,obs and zero otherwise.

Definition 40. (Markov chain MC of stochastic observer Hys). Given a PFA H
(X, X, p, mo), its associated NFA G = (X, L, 6, Xo), and its deterministic observer Gyps =
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(Qobs, Xobs, Oovs, Qo,ops), we construct the stochastic observer Hy,s = H X Gops 1= (X x

Qobss 2y Pobss To,obs)- 1T he Markov chain MC = (X X Qops, Tobs, To,00s) Associated with the PFA

H ps, is the Markov Chain with state transition probabilities pM(xi.’ | xi‘) =Y yex, Pobs (xif,, o | xi.)
j ! ; ;. ; 1 1 |Qo S |Qu <|

for xl]., x}, € XXQups (indexing the states in the order (x;, x,, - - X " X% *'), the entries of the

state transition matrix Tps are given by Tops(1Qons| (' — 1)+, IQobSI(z -1)+7) = pm(x’ s | x ].)).

Example 8. Given PFA H in Fig. 4.1, the corresponding Hyps, with Q1 = {x1, X2, x3}, Q2 =
{x2,x3}, Q3 = {x3}, Qs = {x2}, is as shown in Fig. 4.2. Ordering the states from left-right,

X3,X3,%3,X5), the state transition probability matrix of the

and top-bottom as (x],x;,X3,X3,%3,

underlying Markov chain is

0500 00 0 O]
0500 00 0 0
0 00500 0 0
Aws=|0 0050050 0
0 10 10 0 0
0 00 00505 1
0 00 00 050

Figure 4.2: H,,; used in Example 8.

We now recall a useful property for a finite state Markov chain (see, for example,

[4,11]).

Lemma 3. Let X be the finite state space of Markov chain MC = (X, A, mp) and X = Xy UXr,
where Xg and Xt denote the non-intersecting sets of recurrent and transient states. We have
that
(Ve > 0)(AN € N)(Vn > N)
2 Z T(xj) <€,
xjeXr

which clearly implies that for any x; € Xr, 11,(x;) < €.
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Remark: Lemma 3 implies that as the number of transitions increases, the probabil-
ity of the Markov chain being in a transient state approaches zero. If a state x; € Xy

(equivalent to x; ¢ Xr), then it is easily proved (Lemma 3) that
(de > 0)(VN € N)(dn > N)

Tcn(xi) 2 €,

as long as the recurrent states are reachable (with a nonzero probability) from the
set of possible initial states (this can be easily ensured by trimming all states that are

not reachable from possible initial states of the given Markov chain).

Theorem 5. (A-detectability using stochastic observer Hys: Necessary and sufficient con-
ditions). Given a PFA H = (X, L, p, mp), its associated NFA G = (X, L, 6, Xo), we con-
struct its observer Gops = (Qobs, Lobs, Oobss Qo,ops), its stochastic observer Hyps = H X Gops :=
(X X Qobs, Z, Pobs, To,0ps), and its associated NFA Grops = (X X Qobs, ., Otobs, Qo,Hobs), and
Markov chain MC = (X X Qops, Tobs, To,0bs) a5 in Definition 39.

Then, PFA H is A-detectable iff the Markov chain MC has the following property:

(Vx§ = (x, Q) € Xr € X X Qups) — (1Qil = 1),
where Xy is the set of recurrent states of Markov chain MC as defined in Lemma 3.

Theorem 5 implies that for a PFA to be A-detectable, we need all recurrent states
x§ € X X Qs of its underlying Markov chain to be associated with state estimates
that involve a single state (i.e., have |Q;| = 1).

Proof. (—): Suppose that there exists at least one recurrent state xj. = (x;, Qi),
where Q; € Q,ps, with |Q;| > 1.

Clearly, {xj. € Xz} means that (e > 0)(YN € IN)(In > N) such that Pr({s € I* :
lIs]l = n > N, |R(Xy, P(s))| > 1}) > nn(x;) > € (Remark 4.4.1). Thus, the system is not
A-detectable (Definition 37).

(¢-): Suppose that all recurrent states xj. are associated with singleton states Q;,
then all non singleton states x; € Xr. Clearly, (Ve > 0)(AN € IN)(Vn > N) such that
Pr(s: |Is|l = n = N, |R(Xo, P(s))| > 1) < il < ¢, where X7 is the set of all transient states

(Lemma 3). Thus the system is A-detectable (Definition 37).

Example 9. According to Definition 37 the system is A-detectable because all recurrent

states in the associated Markov chain of Hoys (shown in Fig. 4.2) are singleton states (namely,
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states xg and x;*). Although the PFA H is A-detectable, the associated NFA G, is not strongly
detectable because the observer G,ps has loops which involve nonsingleton states, e.g., {x2, X3}

is involved in self loop a* (see the observer in Fig.13).

Remark: Inan A-detectable system, following any (long enough) sequence of events
s, such that the set of possible state estimates associated with its projection P(s)
includes at least one recurrent state, then there always exists at least one continuation
t, such that the state estimate of P(st) includes only one state, which is recurrent
(otherwise the system would not be A-detectable). This line of thought connects
the problem of A-detectability to a problem of language equivalence (between the
language associated to the transient behaviour of the system versus the language

capturing its recurrent behaviour).

4.5 Complexity Comparison between Verification of A-
detectability and A-Diagnosability

It is worth discussing a bit differences and similarities between A-detectability and
A-diagnosability [49], which is a similar notion in fault diagnosis. The main idea
in both notions is that the most probable observation sequences allow us to resolve
a specific property of the system with always increasing certainty. The difference
between the two notions is that A-detectability resolves the exact state of the system
(the ambiguity occurs when the state estimate involves at least two different states of
the system), whereas in A-diagnosability the ambiguity for an observation sequence
occurs when the state estimate involves at least one state from two different sets
of states (the normal set of states, which represents the normal behaviour of the
system, and the faulty set of states, which indicate that the fault has occurred).
Another difference is the monotonicity property which is present in fault diagnosis
but not in detectability. More specifically, when the state estimate involves only
states in the set of the faulty states, then for any new observation the state estimate
remains in the set of faulty states, and the fault diagnosis problem is resolved. This
is not true in general for the detectability problem, because even if the state estimate
is a single state at a certain point, it is possible that a new observation may drive
the estimator to a state estimate that involves multiple states; thus, the problem of

exact detection of a state is not resolved. In this section we prove that A-detectability
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and A-diagnosability are PSPACE-hard by introducing a polynomial-time reduction
of each instance of the universality problem for a given NFA to an instance of the
A-detectability and A-diagnosability problems; since the universality problem for
an NFA is PSPACE-complete, these reductions prove that A-detectability and A-
diagnosability problems are PSPACE-hard.

4.5.1 A-Detectability is PSPACE-Hard

Given a nondeterministic finite automaton G over the alphabet L, the universality
problem asks if the language of G contains all finite words over Z, thatis, if L(G) = Z*

[26].

Definition 41. (Universality problem for NFA with all states initial) [26]. Given an NFA
G = (X, %, 6, X) over an alphabet Y., having the property' that all states are initial (X, = X),
do we have L(G) = L*?

The Universality problem with all states initial is shown in [26] to be PSPACE-
complete, when |Z| > 2. We now establish a reduction of the universality problem
with all states initial to an instance of the A-detectability problem. Suppose that
we are given an instance of the universality problem for Gy = (Xr, X, 01, X7). We
construct the following instance of the A-detectability problem (refer to Fig. 4.3).
PFA H = (X, L,p, mp) has X = X7 U {xg} where the set of states X7 = {x1,x2, ..., Xx,(}
and xg is a new state (not in X7). The set . = X, U {6,,} is the set of events, where L,
is the set of observable events (events of Gr) with |L,| > 2 and 6,, is a new event (not
in X,) that is unobservable. We assign probabilities as follows:

i) The (|X7| + 1) X 1 column-vector 7ty = ﬁ[l, 1, ..., 1]’ is the initial-state probability
distribution vector, where the order of states is taken to be (x3, x2, ..., X|x;|, Xr)-

ii) The state transition probability p(x;, o | x;) is defined for x;,x; € X and ¢ € X as
follows:

a) Vx; € X7, Yxy € X and Vo € L, if xy € 8(x;, 0), then p(x;, 0 | x;) = Zw;

(xi/ G)l
g€eL
otherwise p(xi, 0 | x;) = 0;

'In [26], they call G an automaton with all states both initial and final because they consider the

marked language of the automaton with respect to the set of final (marked) states.
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b) Yo € T, p(xg, 0 | xg) = |21_|

Remark: Note that i) the set of states X7 is the set of transient states of PFA H and
state xg is the only recurrent state; ii) there exists a transition (via the unobservable

event) from every state x; € Xr to state xg.

Vo € X,

Figure 4.3: Instance of A-detectability.

The following theorem shows that every instance of the language universality
problem of an NFA (Gr = (X7, L,, 61, Xr)) with all states initial, can be reduced to
an instance of A-detectability problem (as it was described in previous paragraphs).

Thus, the A-detectability problem is PSPACE-hard.
Theorem 6. A-detectability is PSPACE-hard.

We argue that language universality of NFA Gr is equivalent to PFA H (as in
Fig. 4.3 and as described above) not being A-detectable.

(=) If L(Gr) = &) = (Vs : [IRIX,P(s)] > 1) = (VN € N)(|ls|]l = n > N)Pr(s :
IR(X, P(s)| > 1) = 1. This means that the system H is not A-detectable.

(«)If L(Gr) # &) = (AK € N)(Ts s.t. P(s) = w € X : w ¢ L(Gr). Notice that
Y, € L : 1w ¢ L(Gr), because 6(Xr1, viw) = 0(6(Xr, w1), ) € 0(Xt, w) = 0.

Let N’ = NK, where N € IN. Then, Pr(s : ||P(s)|| = n” > N’ A |R(X, P(s))| > 1)) <
Pr(s : P(s) = w = @Ww?...0™ (with [[0?]| = Kand ||o|| = N") A oW # wk for | =
L,2,.,N) < (1 - mrpmer) = (Ve > 0)@AN' = NK € N)Pr(s : [lsll = n" 2 N" A
IR(X, P(s))| > 1) < € (namely, N’ = NK, with N > fL]). This means that H

log (PW ﬁ)
is A-detectable.
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This establishes the reduction and we conclude that the A-detectability problem
is PSPACE-hard.

4.5.2 A-Diagnosability is PSPACE-Hard

Definition 42. [49](A-diagnosability). Suppose we are given a PFA H = (X, L, p, mo) with
a set of observable events Lops, Lops & L. For Ly € Yyy = X — Ly, let W(of) = {s = tos €
L(H) : {t € (X—o0¢)"}}. Thelive, prefix-closed language L(H) is A-diagnosable with respect to
a fault o, under the natural projection observation map P (with respect to a set of observable
events Lops € L) if

(Ve > 0)(AN € IN)(¥s € W(of) An > N)

Pr({t : D(st) = O}t € % Al =n) <e,

where the diagnosability function D is defined as

D(ef) = 1, ifweP'[P(st)] = o5 € w,

0, otherwise.

Given a PFA H, the A-diagnosability problem (Definition 42) is PSPACE-hard.
We prove that A-diagnosability is PSPACE-hard by introducing a polynomial-time
reduction of each instance of the universality problem for a given NFA to an in-
stance of the A-diagnosability problem; since the universality problem for an NFA is
PSPACE-complete, this proves that the A-diagnosability problem is PSPACE-hard.

Given anondeterministic finite automaton G over the alphabet X, the universality
problem asks if the language of G contains all finite words over X, that s, if L(G) = L~
[26]. We now establish a reduction of the Universality problem (Definition 41) with
all states initial to an instance of the A-diagnosability problem. Suppose that we
are given an instance of the Universality problem for Gy = (Xn, Z,, On, Xn). We
construct the following instance of the A-diagnosability problem (refer to Fig. 4.4).
PFA H = (X, Z,p, o) has X = {xo} U X U {x} where x; and x; are new states (not in
Xn). The set of states Xy = {x1, %, ..., X|x} can be seen as the set of states of G that
are consistent with the normal behaviour of H and x; can be seen as the single state
that is consistent with faulty behaviour of H. The set £ = X, U {0,,, 0/} is the set
of events, where X, is the set of observable events (events of Gy) with |Z,| > 2 and
0f, 0,4 are new events (not in X,) that are unobservable. We assign probabilities as

follows:
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i) The (| Xy| + 2) X 1 column-vector iy = [1,0,...,,0]" is the initial-state probability
distribution vector, where the order of states is taken to be (xo, x1, x2, ..., Xjxy|, X£)-

ii) The state transition probability p(i’, oli) is defined for i,i’ € X and ¢ € L as follows:

a) Vxi € Xn, p(xi, 0uol%o) = oy and plxy, o5lx0) = s

1

b) Yo € X, p(xg, olxf) = 15

and Yo € L, p(xy, olx;) = 0 for x; # xy;

¢) Yx;,xy € Xy and Vo € L, if x; € 0(x;, 0), then p(x;, olx;) = otherwise

_ 1
Yoex, 10(xi,0)”

p(xi, olx;) = 0.

Remark: Note that i) The NFA G that can be associated to PFA H can be seen as the
union of Gy = (X, Lo, On, Xn) and the single state NFA Gr = ({x¢}, Lo, 8¢, {xf}), whose
language L(Gr) = X;; ii) there exists a transition (with unobservable event) from x,

to each state in Xy and a transition (with fault event) to xy.

Figure 4.4: Instance of A-diagnosability given NFA Gy

The following theorem shows that every instance of the language universality
problem of an NFA (Gy = (X, X, On, Xn)) with all states initial, can be reduced to an
instance of A-diagnosability problem (as it was described in previous paragraph).

Thus, the A-diagnosability problem is PSPACE-hard.
Theorem 7. A-diagnosability is PSPACE-hard.

Proof. We argue that language universality of an NFA Gy is equivalent to PFA H (as
in Fig.4.4 and as described above) not being A-diagnosable.

59



(=) If L(Gy) = L, = L(Gy) = L(Gr) = (Yw € & : D(w) = 0) = (Vn € N)(Pr({w :
D(w) = Olw € L(GF) A llwl| = n}) = Pr(w € W(of) A llwl| = n) = 1). This means that the
system G is not A-diagnosable.

() If L(Gy) # Z; = (Fk € N)(Jw € ZF : w ¢ L(Gy). Notice that Yo, € I} : wjw ¢
L(Gy), because 6(Xy, w1w) = 6(6(Xn, w1), w) C 0(Xy, w) = 0.

Letn’ = nk, wheren,k € IN. Then, Pr(w € W(oy) : |lwll = n" A D(w) = 0)) <

Pr(w € ¥(of) : @ = 0Ww?...w™ (with 0P| = kand |lwl| = n") A0V # wyforj =
1,2,..,n) =(1- ﬁ)” = (Ye > 0)(An’ = nk € N) Pr(w € W(oy) : llwll 2 " A D(w) =
0) < € (namely, n’ = nk, withn > [ og :Tfl)]). This means that G is A-diagnosable.

IZotk
This establishes the reduction and we conclude that the A-diagnosability problem is

PSPACE-hard. O

4.6 AA-Detectability

In some cases even if the system is not A-detectable (i.e., there exists a nonzero prob-
ability of generating observation sequences that correspond to possible estimates
for more than one state), the probability of estimating the correct state for these
observation sequences goes to one (Definition 35). These cases lead to the defini-
tion of AA-detectability, which is similar to the notion of AA-diagnosability in [49].
The differences and similarities between the two notions (AA-diagnosability/AA-
detectability) can be understood in the context of differences and similarities be-
tween the problems of detectability and diagnosability as discussed in previous
Section. Interestingly enough, it is currently unknown whether AA-diagnosability
can be verified with polynomial complexity, whereas AA-detectability is shown in

this section to be polynomially verifiable.

Definition 43. (AA-detectability). A stochastic discrete event system captured by PFA
H = (X, L,p, m) is AA-detectable with respect to a set of observable events Lps C L if

(Ve > 0)(Va > 0)(AN € IN)(Vn > N)
{Pr(s € " : |s| = n A p(P(s)) > a) < €},
where p(P(s)) was defined in Definition 35.

Example 10. The following example is used to clarify the notion of AA-detectability. Con-
sider the PFA H = (X, %, p, mo) depicted in Fig. 4.5 with 7y = [1,0,0,0,0,0]’, where
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X =1{1,2,3,4,5,6}, L = {a, B}, p is as defined by the transitions in the figure, and X,,; = L.
According to Definition 37 the system is not A-detectable because Vs € " : |R(Xo, P(s))| > 1.
Note also that the infinite sequence s = ap", where n is arbitrarily large is not convergent
(Definition 35). We have w = P(s) = P(ap") and p(P(w)) = ppw)(3) = #% =

% < 1, because 1,(3) = 2(0% and 1,(5) = 2(3’?”. Although there exists an infinite

sequence which is not convergent, the system in this example is, in fact, AA-detectable,
because AA-detectability is related to the overall probability of non-convergent sequences.

Formal verification of this fact will not be provided until Section 4.

Figure 4.5: PFA used in Example 10.

In this section we establish that the property of AA-Detectability for PFA H can
be verified with polynomial complexity. We first argue that the AA-detectability
problem for a PFA H relies on finding the continuations (t) of any string s, after
we reach the recurrent states of H (since we can decrease the probability that the
underlying Markov chain of the system remains in the set of transient states, by
increasing the number of observations). In other words, we can focus on the recurrent
behavior of H; in fact, by waiting for more observations we can be certain, within
whatever threshold we choose, that we reach a recurrent state or, equivalently, a

closed strongly connected component of the given PFA.

Definition 44. (Closed strongly connected component (CSCC)) [11]. Given a PFA H =
(X, X, p, mop) a closed strongly connected component isa PFA H; = (X;, X, pi, To,) with X; € X
such that Vx,x" € X; and Yo € L, pi(x’, olx) = p(x’, olx), whenever the former is defined
(zero otherwise) and T, is an |X;|-dimensional probability vector that captures the initial
probabilities associated with states in X;. H; is a strongly connected component or irreducible
if its associated Markov chain is strongly connected or irreducible.

Remark: Note that H; = (X;, Z, p;, 7,;) being a CSCC implies thatZ Z P(x',o|x) =

oeX X' eX;
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1 for x € X;.

4.6.1 Polynomial Verification of AA-Detectability

The first step of the proposed verification algorithm is the identification of all CSCCs
of PFA H. The CSCCs depend only on the graph structure of the state transition
diagram of the given PFA. Polynomial graph algorithms for the identification of the
strongly connected components and CSCCs of a given strongly connected graph can
be found in [11], [12]. Let H;, Hy, - - - , H,, denote the strongly connected components
of the given PFA H. Furthermore, note that if we have to distinguish between the
different recurrent components, we need to classify between them by choosing the
most probable component (which is also a PFA on its own). Naturally, this leads us
to consider methods of computing the probability that we made the wrong choice
(probability of error) when performing this classification. As discussed in Section 2
the optimal rule to do this is the MAP (maximum a posteriori) rule.

We first explore necessary and sufficient conditions for the probability of error
when classifying among a given set of PFAs to tend to zero eventually (with in-
creasing number of observations, the probability of classification error goes to zero).
Necessary and sufficient conditions are difficult in the general case (see, for example,
Chapter 5), but we will argue that the PFAs have certain properties (namely, they are
associated to NFAs that have an underlying deterministic transition mechanism) that
can be exploited to establish necessary and sufficient conditions for the probability
of classification error to go to zero. If these conditions hold, we are able to correctly
identify the CSCC in which the system state lies with increasing certainty. If, in
addition, we are able to pinpoint, with increasing certainty, the exact state estimate
within the chosen CSCC, then we can establish AA-detectability. We use this two-
stage approach to establish necessary and sufficient conditions for AA-detectability.
In the following theorem we prove a key result for the development of a polynomial

complexity verification algorithm.

Theorem 8. (A necessary condition for AA-detectability). Given a PFA H = (X, L, p, 1tp)
and its associated underlying Markov chain M = (X, A, 1tp), where X = Xg U Xt with Xy
being the set of recurrent states and Xr being the set of transient states, a necessary condition
for AA-detectability is that there do not exist x;, x, x; € Xg and sksle X ando € X, such

uo

that p(xz, s*o | x;) > 0 and p(x;,s'o | xj) > 0.
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Proof. Let us suppose that the given PFA is AA-detectable, and let us assume that
there exists at least one CSCC. For s € L(G), such that it reaches a state x € Xy in the
CSCC H, with some nonzero probability and 0 < @ < 1. Let event A(N,a) = {s €
L(G): Is| =n > N Ap(P(s)) > a)}, A(N, a) be the complement of A, and for x; € X, let
A(N,a,x;) ={s € L(G) : |s| =n > N A pp)(xi) > a}. The system being AA-detectable

means,

(Ve > 0)(VO < a < 1)(AN € N)(Vn = N)

Pr(A(N,a))>1—e€.

y ko x
(i) ij<0 g
slo Xy

Ly

Figure 4.6: Example of non-deterministic transition used in Theorem 8.

The recurrent states are strongly connected, which means that Vx;, x; € Xz, x; # x;
there exists an acyclic path from x; to x;. Let us denote these paths by t(ij), with
length n(ij), where n(ij) < |X|.

The proof is by contradiction. Suppose that the theorem statement does not
hold and that from x; there exists a path sko (or s'o), with length k + 1 (or [ + 1),
where the state estimate of the projection of this string includes the states x; and
x; (refer to Fig. 4.6). Following this path, we split the probability of reaching a
single state, to two states. It turns out that if we choose a large enough «a, for all

strings s, then all the continuations st’, will result to a p(P(st')) < a. To see this,

1XI
min’

take the worst case, where [t(ij)] = |X|, and p(t(ij)) = p for x;,x; € X, where

Bhin = minxi,leg{p(xj | x;,0) | p(x;j | x;,0) # 0}. Then, given pp)(x;) > a, a sufficient

condition for the state x; to be the most probable state after the execution of sequence

X
min

N : 1
st(ij),is thata -p”. >1—a, or equivalently a > e

min

Now, we try to contradict the fact that the system is AA-detectable, by finding
appropriate N’ > N, such that Pr(A(N’, a) A A(N, @) > €’ for € to be specified. Note
that Pr(AS(N’, ®)AA(N, a)) = Pr(AS(N’, a) | A(N, a)) Pr(A(N, a)) = Z Pr(A(N’, a) |

VYxeXr

A(N, a, x)) Pr(A(N, a, x) | AN, a)) Pr(A(N, at)).
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Clearly, there exists x; € Xg, for which Pr(A(N,a,x;) | AN, a)) > |17| For the
chosen x;, following the line of thought of the previous paragraph, we can find an
acyclic path t' = #(ij)s"o, with length |t(ij)| + k + 1, which means that we can choose

N’ = N +|t(if)| + k + 1, such that Pr(AS(N’, @) | AN, a, x;)) = p*¥ (2| X] is the maximum

2% min
length of a possible t'). Thus, Pr(AS(N’, a)) > %(1 —€). Due to the AA-detectability
2|X|
property, we need to have %”(1 —€) < Pr(AS(\V, @) < ¢, this double inequality
P
holds if and only if € > €j, where ¢) = # In particular, for all € < ¢, the
p min
+1
1X]

inequality does not hold, and therefore, for € < €;, we cannot find N € IN, so that
AA-detectability holds. Thus, we have reached a contradiction, and the proof is
completed.

O

Remark: According to Theorem 8 it is necessary for all CSCCs H;,i = 1, ..., m of PFA
H, to have associated NFAs, G;,i = 1, ...,m that are DFAs. This is very important for
the polynomial verification of AA-detectability.

Consider m different PFAs H; = (X;, LZ;, pi, mo,), with i € {1,2,...,m}, and let
Lops € U;Z; be the set of observable events with respect to a natural projection map
P. We are given a priori probability P; for each model H;, such that Z P; = 1. Note
that O, is an observation sequence of length 7, which can be generaited by at least
one of the m PFAs, with Pr(O,, H;) be the probability that O, has occurred from PFA
H;. Hyu(O,) = arg n}gx{Pr(On, H;)} is the PFA, with the maximum probability of

occurrence for O,,.

Lemma 4. The probability of misclassification among m PFAs tends to zero iff the probability
of misclassification among all pairs of PFAs (H;,H;),1,j € {1,2,--- ,m} tends to zero.

Proof. Notice that Pr( error at n) =
Pr(O,, H;).
Oy HiiHnmx(on)
Notice also that probability of error among the pair H; and H; is denoted as

1

Pr( error at n, H;, Hj) = PP
i j

Z min{Pr(O,, Hy), Pr(O,, H,)}.
0,
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Let

. Pl Pm—l
Pmin = p RNV Pm/ ALY
min{Py P +DP, " Poy 1Dy
and
Pux = max{Py,..., P Py P ).

T P, + PZ’”.’ P, +P,

Then we have,

P, P
Pﬂ Pr( error at n) = Pm" Z Z Pr(O,, H;) <
s MY 0y Hi#Hnax(O,)

1
;W Z Pr( error O,, H;, Hyx)

max(Op) H;#Hyax(0,,)

P
< Z Pr( error at n, H;, H;) < mZPLax Pr( error at n).
H,'#:Hj min

O

When multiple CSCCs are present, AA-detectability hinges on our ability to
distinguish among different CSCCs of the system that are reachable under sequences
with identical projections. By construction, the CSCCs are irreducible PFAs, thus
the verification of AA-detectability is transformed into a problem of classification
between irreducible PFAs that are simultaneously reachable under each possible
observation sequence (for AA-detectability to hold the probability of error between
these PFAs needs to tend to zero eventually).

It is important to realize that when we know the exact recurrent component, we
know also the exact state (Theorem 8 says that eventually, with high probability,
one state will dominate). Clearly, one could use the observer to resolve all possible
state combinations (and combinations of recurrent components) that are reachable
under different strings but with the same natural projection. From the Lemma 4, we
observe that the probability of error among m PFAs tends to zero iff the probability
of error for any pair (H;, H;) among these m PFAs also tends to zero. This detail is
crucial because it allows us to use the detector instead of the observer. In order to de-
velop a method for verifying A A-detectability, we establish a polynomial complexity
method for classification between two different PFAs, whose associated NFA's are
restricted to be DFA’s. Therefore, the second step for a verification algorithm is to
explore, using the detector for the associated NFA G of PFA H, all the pairs of closed
strongly connected components that are reachable, possibly under different strings

but with the same projection (i.e., (H;, H;)). Next, we construct the associated PFAs,
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without the unobservable events, as in Definition 24 (for simplicity we keep the same
symbols H; and H;), and perform classification between all pairs of closed strongly
connected components that we found at the second step (the method of classification

is described in detail in the following subsection).

Theorem 9. (Necessary and sufficient conditions for AA-detectability). A PFA H =
(X, X,p, o) with m CSCCs, Hy,H,, ...,H,,, m > 1, is AA-detectable iff for all CSCCs
H;,H,, .., Hi, k € {1,2,...} that are reachable under strings s, s,, ..., S, with P(s1) = P(sy) =
... = P(sg), the probability of error when trying to classify between these different PFAs tends

asymptotically to zero.

Proof. Now we describe a method that allows us to find if the probability of error for
two PFAs H; = (X, Zos, pi, Tto,;) and Hj = (X, Zops, pj, Tt0,j) tends to zero. This problem
is open at the moment for the general case; however, in our case, the underlying
logical structure involves only deterministic finite automata, and we show that the
problem can be solved with a polynomial complexity algorithm, with respect to the
size of the state—space of the two PFAs.

In our solution, it is important to capture the common behaviour of the two
PFAs which can be done with a detector (defined in Definition 6). The second step
is to assign probabilities to that detector, which is difficult in the general case, but
can be done easily in our case, due to the deterministic nature of the underlying
logical structure of the two PFAs. Finally, we construct two derived Markov chains;
checking whether the probability of error tends to zero when classifying among the
given PFAs is shown to be equivalent to a problem of classification between these

derived Markov chains.

Definition 45. (PFAs Hg,,i and Hg, i with associated detector Ga;; ). Consider two PFAs
H; = (Xi, Zops, pi, o) and Hj = (X, Zops, pj, To,j) with associated Markov chains that are
irreducible (note that the PFAs are constructed from the initial PFAs by removing the
unobservable events, as Remark 24).

Suppose that the finite automata associated with these PFAs are DFA’s D; = (X, Lops, 0i,
Xoi) and D; = (X, Lops, 0, Xo,j)-
(1) We construct Dj; = (Xij, Zops, 0ij, Xo,ij), with X;; = X; U X (assume, without loss of
generality, that X; N X; = 0), 6;i(x,0) = x" iff {x,x" € X; A bi(x,0) = ¥’} V {x,x" €
Xj AN bj(x,0) = x"}and Xo;; = Xo; U Xo ).
(2) We construct the detector (Definition 6) Gaij = (Xa,ij, Lobs, Oa,ij, Xoa,ij) of DFA Dj;.
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(3) We construct the PFAs Hgy, i = (Xd,-]-/ Lobs, Py is ﬂo,di]-z‘) and Hgy, ;= (Xd,.]., Lobs, Py jr T, d;; i)
by assigning probabilities over the detector DFA Gg;j. We have pdi],,i((x,’(, x7), ol(xk, x1)) =
pi(x;, olxx), where xi, x; € D; and x;,x; € D; (we can also have perhaps x; = 0 as a value, or
the same state for the two components, which in the definition of the detector is equivalent to

a state with a single component). Similarly, we construct PFA Hg,, ;.

Example 11. Consider the PFAs Hy = (X1, Z, p1, o) and Hy = (Xa, Z, p2, To2) depicted in
Fig. 4.5 with o3 = [1,0]’, o = [1,0,0] where X1 = {2,3} and X, = {4,5,6}, Z = {a, B},
p1 and p, are defined by the transitions in the figure, and L,,s = X.. The DFA’s of interest are
D;, D, and D, (the latter can be seen as the union of Dy and D).

H,
a,0.5 a7
é 3,05 Q é 15} Q
a,0.5 «
5,05 |1Dq
@,0.6 8,05 a

Figure 4.8: G4, (left) and PFA Hy, 1 (right) used in Example 11 .

Definition 46. (One-step transition probability matrix for a Markov chain) [14,28]. Given
an irreducible Markov chain MC = (Q,A, o), and its stationary distribution® 7, =
[1t5(q1), Tts(q2), .., ts(qi0))]’, then for qi,q1 € Q the corresponding element of the one-step
transition probability matrix is given as P(k,I) = Ak, 1) X mt5(I).

?In the case of a periodic Markov chain with period d, there exist 75, = tlim A%, re 0, ..., d—1).
r=d-1

In that case, we use the average stationary distribution 7, = % Z Tl r-

r=0
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Lemma5. Given twoirreducible PFAs Hy, i = (Xa,,i, Xobs, Payyir To,1) and Ha,, ; = (Xay, j, Zobs, Py jis
Tto,j) with the same set of allowed transitions, and thus the same transition diagram, accord-
ing to [28] (Part 111, Chapter 12) the probability of misclassification between the two PFAs
(equivalently for two completely observable Markov chains) tends asymptotically to zero iff
the underlying Markov chains (Md,.j,i = (Xd,.j,i, Ady i Tto,i) and My, = (Xd,.].,j, Adyyjs Tlo,j)) are

irreducible, and the one-step transition probability matrices (P* and P?) are different.

We create two new PFAs Hy, and Hg,j, with associated DFA the detector G4,;; and
the probabilities are assigned according the definition above. In the general case, the
detector’s associated Markov chains, are reducible. We can easily deal with Markov
chains which are reducible, finding all of their CSCCs and applying Theorem 5 for
all CSCCs: we decide that the PFA is AA-detectable if for all associated Markov
chains of the CSCCs, the one-step transition probability matrices are different.

A special case arises when some irreducible components of the detector Ggj,
involve a state x; € X;;;, with |x| = 1 (singleton state), then the state estimation
problem is effectively resolved for these CSCCs, because we reach the singleton state
with increasing certainty. In that case, we do not assign probabilities into these

CSCCs.

Example 12. For the PFAs in Fig. 4.7 we easily construct the associated Markov chains
of PFAs Hy,,1 and Hy,, » by dropping the label of each transition from PFAs. The Markov
chains My, 1 and Mg, » are depicted in Fig. 4.9.

Figure 4.9: M;,, 1 (left) and My,,, (right) used in Example 11.
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Finally, we decide that H is AA-detectable iff the probability of misclassifica-
tion for all pairs tends asymptotically to zero, which is formally summarized in

Theorem 9. (W

We now describe the proposed verification procedure for AA-detectability. The

proposed verification algorithm involves the following steps:

e Identification of all CSCCs H;, Hy, ..., H,, of the given PFA H. Note that Theo-

rem 8 implies that the finite automaton associated to each CSCC is a DFA.

¢ Classification between pairs of CSCCs (that are simultaneously reachable with
sequences of events that have the same projection on the set of observable
events), in order to find the most probable component (see Theorem 38). Note
that if a CSCC is simultaneously entered via different paths and entry points,
then we need to consider classification of a pair of CSCCs that involves the

same CSCC but with different initial conditions.

1. We construct the Detectors (Definition 6) of any pairs of CSCCs that are
simultaneously reachable with strings that have the same projection on

the set of observable events.
2. Again we identify all possible CSCCs that exist in the Detectors.

3. We assign probabilities to all CSCCs of all Detectors, by constructing two
different PFAs for each pair of CSCCs (Definition 45).

4. We compare the one-step transition probability matrices for the two dif-
ferent underlying Markov chains, related to the PFAs we constructed in

the previous step (Definition 46).

Remark: The identification of all CSCCs and the construction of the detectors are
of polynomial complexity regarding the number of the states of the PFA [11], [45].
The comparison for the one-step transition probabilities is also of polynomial com-
plexity, because it is based on the computation of the steady-state probabilities for
two Markov chains. Overall the verification procedure for AA-detectability is of

polynomial complexity with respect to the number of states of the PFA.
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Chapter 5

Classification among Hidden Markov

Models

5.1 Introduction

We consider classification among systems that can be modeled as hidden Markov
models (HMMs), based on a sequence of observation symbols that has been gener-
ated by underlying (unknown) activity in one of two known HMMs. The perfor-
mance of the maximum a posteriori (MAP) classifier, which minimizes the probability
of misclassification [1], is captured by the a priori probability of error, i.e., the prob-
ability of error before any observations are made. The precise calculation of the
probability of error (for sequences of observations of a given finite length) is a
combinatorial task of high complexity (typically exponential in the length of the se-
quences). In this chapter we propose a number of different ways of upper bounding
this probability of error (using methods of much less computational complexity); we
also establish necessary and sufficient conditions under which there exists an upper

bound on the probability of error that tends to zero (at least asymptotically).

Our analysis and bounds can find application in many areas where HMMs are
used, including speech recognition [2,23,37], pattern recognition [19], bioinformatics
[15,27], and failure diagnosis in discrete event systems [1,11,31,49]. Our analysis
also relates to approaches dealing with the distance or dissimilarity between two
HMMs [17,25]. Directly related previous work can be found in [1], which studies the
probability of misclassification and obtains bounds that tend to zero under specific

conditions.
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5.2 Notation and Background

Theorem 10. [9] (Stationary distribution of a Markov chain). If the Markov chain is
irreducible and aperiodic, then }im 7t[t] exists and is called the stationary distribution of the

Markov chain denoted by 1t; = [115(q1), 75(q2), -, Ts(q10)] -

Definition 47. (Stationary emission probabilities of HMM). Given an HMM S = (Q, E, A,

A, ) the stationary emission probability ngj )(e,-), Ve; € E, can be expressed as
776(61‘) = R|Q| X (Aei X ﬂs),

where R,q, is the |Q|-dimensional row vector with ones in all entries (and X denotes matrix-

matrix or matrix-vector multiplication).

We define for notational convenience the |Q| X |Q| matrix A,, associated with
outpute; € E, as follows: the (k, /) entry of A,, captures the probability of a transition
from state g; to state gx that produces output e; (see also Section 2.4).

Note that the stationary state probability vector for an HMM S is the same as the
stationary state probability vector of its associated Markov chain MC = (Q, A, rtp).

5.3 Calculation of Upper Bound via a DFA

We establish a class of upper bounds for the probability of error among two HMMs,
via the construction of a deterministic finite automaton (DFA). The key idea is that
observation sequences of a specific length, that can be generated by at least one
of the two HMM s, are distributed to the states of this DFA. Then one can find an
upper bound of the probability of error, by comparing the probability of the states of
this DFA. The key advantage is that this comparison can be done with polynomial
complexity with respect to the number of states of the DFA.

We prove the following lemma, which will be useful later:

Lemma 6. If we have two sequences Y(1) and Y(2) of length n, that can be generated by
HMMs SO and S® (see Section 2.4), where the a priori probabilities are Py and P,, and
ng) = P(Y(i) | SV) for j € {1,2}, then we can obtain an upper bound on the probability of
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error for these sequences as follows:

n{P; - P(l) P, P(Z)}

MN

P(error,{Y(1),Y(2)}) =

i=1
2 2
< min{P; - Z PO, p,. Z P2y . (5.1)
i=1 i=1

Proof. The above can be shown easily by considering the different cases and observ-
ing that min{a;, a2} + min{b;, b,} < min{a; + b1, a, + b,}. We can easily generalize the
above discussion to any number of merged sequences of the same length. The next
step is to find an upper bound for the probability of error at n steps. In particular, if
we take any partition of the index setI = {1,2, ..., d"}, into subsets Dy, D,, ..., D,, (such
that D; N D; = 0 fori # jand U D; = I), then we have

o
P(error at n) = Z P(error, Y(£))

- Z Z min{P; - P{", P, - P?} (5.2)
k=1 leDy
<Y min{) PPV, Y Py PP,
k=1 eDy {eDy,
O

We now discuss how we can obtain a partition of the index set I, via a deter-
ministic finite automaton (DFA) G; with language E*. The reason we consider this
particular partitioning of I will become clearer later when we discuss efficient ways

of calculating the quantities Z Py - P(]), j=12.

eDy

A DFA G, is described by a four-tuple (X, E, 6, x9), where X = {xy, x2, ..., xx} is the
tinite set of states; E = {01, 0, ..., 0jg} is the finite set of inputs (alphabet); 6 : XXE — X
is the transition function; and x, € X is the initial state. For a sequence of events s =
s[n]s[n—1]...s[1],s[i] € E,i = 1,2, ...,n, we define 6(g, s) = 6(...6(5(q, s[1]), s[2]), ..., s[n]).

A sufficient condition for the requirement that the language of G, is E* is that 6 is
defined for all pairs of states x € X and outputs o € E. For notational simplicity, we
assume this sufficient condition holds. Consider the following subsets of sequences
of observations of length n: Dy = {s € E" | 8(xo,s) = x}, k = 1,2, ..., X]|. It is not hard
to argue that Dy, where k = 1,2, ..., |X|, form a partition of E".

For each o € E, we can construct the binary transition matrix T, of G, following

the rule that if 6(x;,0) = xy, then T,(i’,i) = 1, otherwise T,(7',i) = 0. This matrix
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captures all possible transitions from a state to another, under event o; since G, is
deterministic, T, for o € E is a binary matrix with exactly a single “1” in each column.
We can also define the binary column vector 7 to have a single nonzero element
with value “1” at its i location, if xy = x; (in other words, 7, is an indicator vector for
the initial state of G,;). With this notation at hand, 6(xo, s) = xy for s = s[n]s[n —1]...s[1]

is equivalent to 7t;, = Ty Topu-1y-.- Tsp1) 71y being a vector with all zero entries except a

Ts
single “1” at the k™ location. This is easy to establish by induction.
More generally, the entries of the matrix Ts = Ty Tsp-1y-.-Tsp are such that
Ts(k,1) € {0,1} and Ts(k,i) = 1 if and only if 6(x;,s) = x. If we let the two vec-
tors ¢ = Pj[1...1], of size 1 x |QY| for j = 1,2, we can show that the probability of

error in Eq. (5.2) is smaller or equal to

1X]
Z rnin{Z c(l)Agl)Tcgl), c(2>A§2)n§f’} (5.3)
pa)

SEDk SEDk

where for s = s[n]s[n—1]...s[1] we have Ag )n(()j ) = AE{L]AE&_H...AZQ]ng ). We now discuss

how the above bound can be computed rather efficiently.

We define the matrix AY = Z T, ® A((,j), j =12, where T, ® Ag) denotes the
o€E

Kronecker product defined as the (|X||Q"]) x (IX||Q"|) matrix

| T,,1AY  T,0,24Y - T,1XDAY |
T,2 DAY T,2,2A) - T2 XNAY
| T(XL, DAY T,(X1,2AY -+ T,(XI,1XDAY |

Note that each T,(i’,i)AY, x;, x» € X, is a matrix of size (|Q7]) x (JQP]). We
also define the (7', i) block of A" as AW(B;,B;) = ﬂ(f)(bz(,j) ;fi(f),bl(,,j) ;fz_(,j)), ie. a

(IQ/]) x (IQ/]) submatrix starting from row b;j) = (i—-1)QY + 1 to row fi(j) =iQY, and

from column b;,j) = (" — 1)QY to column fz.(,j) = 'QU. Letting p! = ) ® ng)

0 , We can
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write! (for s = s[n]s[n — 1]...s[1] € E")

p = ANy

n
(Z T, ®A(j)] (y ® 1)

o€E
) )

= Z(Ts[n]---Ts[l])nE) ® (A / As{l )

seE"

1X| ,
- L rrest

k=1 SGDk

x| ‘
- LT west

k=1 seDy

1X]
= Lwe ) o

seDy

where 14 is a column vector of size |X| X 1, with zeros on all of its entries except a

o - )]

single one at its k™ entry, and p,/. is the vector p,” for the sequence of observations s.

If we focus on the k™ block of p!” of size |Q¥] x 1 (i.e., entries (k — 1)Q% + 1 to

kQW), we see that
(]) B Q) = Z o) ZAgf)né])

seDy seDy

Following Egs. (5.2) and the bound in (5.3), we can write

X
P(error at n) < Z min{c? (1)(B ), cPp )(Bk)} , (5.4)
k=1

which can be used to compute an upper bound on the probability of error between
the two systems (S and S®) by taking advantage of how the DFA G, creates the
partitions Dy, k =1, 2,...,|X|.

Example 13. Consider the two HMMs in Fig. 2.6 and the DFA G, in Fig. 5.1, with X =
{1,2,3}, language E* = (a + B)*, and initial state xo = 1 (which means that 7y = [1 0 o1%).
Assume that the priors are P; = 0.6, P, = 0.4, so that

W = [06 06] [0.4 0.4],

and also that
T

) = [1 o]T @ — [05 05].

10ne of the properties of the Kronecker product is that (A ® B)(C ® D) = (AC) ® (BD) for matrices

A, B, C, D of appropriate sizes [38].
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Figure 5.1: DFA G, for Example 2.

We create, according to the previous definitions, the matrices T,, Ty for H, as

000 000
T,=|111]|,Ts=[00 0
000 111

and obtain the matrices AV, A gs

(00 00 00
00 00 00
0 005 0 005 0 0.05
ﬂ(l)_ ,
0 095 0 095 0 095
00 00 00
10 10 10
(00 00 00
00 00 00
0 095 0 095 0 095
j((2)_
0 005 0 005 0 0.05
00 00 00
10 10 10

Similarly, we obtain p(()j) =T, ® n(()j), forj=1,2,as

T
pf)l)=[1 0000 0] ,

T
P82)=[0.5 05 0 0 0 o] .
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For a sequence of observations of length n, we can write

P(error at n) < Z min{c(l)p,(}) (By), C(Z)p,(f)(Bi)} ,

i€(1,2,3}

where p,(qj) = (ﬂ(f))nrc(()j), j =1,2. The plot of the bound as a function of n is provided in Fig.
5.2. As n becomes infinite, this bound stabilizes at 0.2349.

04

0.35

— Actual probability of error
T ---Upper bound on probability of error

Figure 5.2: Actual probability of error (continuous line) and upper bound (dashed

line) with DFA H; in Fig. 5.1.

Figure 5.3: DFA G, in Example 3.

Example 14. We can extend the construction of the previous example to the larger DFA G4

in Fig. 5.3 with X = {1,2,...,15}, language E* = (a + B)’, and initial state x, = 1 (which
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means that 71, =[100 ... 0]"). We omit the details of the construction since the steps are
identical to the steps in Example 2.

The resulting upper bound on the probability of error is plotted in Fig. 5.4 as a function
of the number of observations. As n — oo, we see that this upper bound tends to the constant
value 0.0166. Note that this bound can perhaps be reduced by employing a DFA with more
states and/or different transition functionality (to try and achieve a better partitioning of the
set of possible sequences). In this particular example, in order to find this Gy, we tried all
possible DFAs of 15 states, and presented the one that asymptotically results in the least
upper bound.

05

045+

—Actual Probability of Error
---Upper Bound on Probability of Error

04-

0351

0.3r

0.25-

0.2-

0.161

0.1

0.05-

S
N

\/“\/"\/* ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

0 ! T ! |
0 5 10 15 20 % 30

Figure 5.4: Actual probability of error (continuous line) and upper bound (dashed
line) with the DFA G; in Fig. 5.3.

Remark: Inthe previous examples, the upper bound did not tend to zero eventually.
This happens, because the upper bound, stabilizes as the underlying Markov chain
converges to steady-state. In the general case, there exists atleast two recurrent states,
that are reachable by the same observation sequence, with nonzero probability, by

both models. Therefore, in the general case, the upper bound does not tend to zero.

5.3.1 Connections to a Stochastic Diagnoser

We can reduce the number of states or even the size of all transition submatrices
AY, j = 1,2, for each model (S, S@) if we are able to remove all states that are

not reachable under specific conditions (e.g., unreachability from a specific starting
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state). An example of such a deterministic finite automaton was the stochastic
diagnoser introduced in [49], for the purpose of fault diagnosis. We describe this
connection via the following example, where we use an appropriate DFA to create

the stochastic diagnoser for the two models shown in Fig. 2.6.

Example 15. Suppose that the models in Fig. 2.6 capture the Normal (S1) and Faulty (S,)
behaviour of a system. Also we define QU = {IN,2N}, and Q® = {1F,2F}, with priors
P1 = P, = 0.5, and initial states, q(()l) = {IN}, qéz) = {1F}. We want to find all transition
matrices for the stochastic diagnoser, and relate them to the previous analysis (the original
work in [49] uses the transpose of the matrices we use here). We analyze the system using
the previous method, with the only difference being that the construction of the matrices A,,

e € E, considers the behavior in each system simultaneously, e.g.,

IN 2N 1F 2F |
. IN 0 0 0 0
AV 0
Ap = 5 ﬂa)}_ ON 1 0 0
1 IF 0 0 0 0
OF 0 0 1 0

If we only keep elements on nonzero rows and columns, we obtain the reduced matrix

IN 1F
AV=12N 1 0
2F 0 1

Following this approach, we can create all possible different states and apply the reduced
transition matrices. The stochastic diagnoser for our example is shown in Fig. 5.5. We can
create the S matrix which includes all submatrices, according to each state {Xy, X5, X3} (e.g.,
S(1,7) captures the transition probability from state XN to X3F). If the states are ordered as

follows: state 1— Xi, state 2— X1, state 3— XON,..., state 8 — X3, the matrix S is given
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Stochastic Diagnoser

X1 b [1 O] XZ b[lOOO]
1N 0 1 2N 0010

1F 2 [ T,

\\6 1N
a 0 095 0 O
2N 0 005 0 O
095 0 1F 00 0 005
’ 00 0 095
0.05 0 2F
0 0.05
(] 0.95
IN 2N 1F 2F
g 1IN 0 0 0 0 reduced matrix ) 1N 1F
‘%:["% @ } =2y 1 0 0 o [Ty A=|20 1 0
04 IF 0 0 0 0 oF 0 1
2F 0 0 1 0

Figure 5.5: Stochastic Diagnoser for S and S®.

by
(000 0 00 00
000 O 00 00
100 0 10 00
s {010 0 00 10
00090 009 00
000050 000500
000 00500 0 005
(000 09500 0095

Using S we can compute the upper bound of the probability of error as in the previous example
(using, however, blocks of different sizes, due to the fact that entries that are zero in each
block are dropped). Alternatively, we can use the automaton shown in Fig. 5.6 and follow
the approach in the previous section to obtain p,(]) = (ﬂ(f))np(()j). Note that by construction,
a stochastic diagnoser checks if an output symbol is possible or not, so that the underlined
symbols in Fig. 5.6 do not appear in the stochastic diagnoser in Fig. 5.5. For large n, we
find the upper bound to be 0.2802.

A probabilistic finite automaton that is AA-stochastically diagnosable [49] is

essentially an automaton for which the probability of misclassification? goes to zero

2Strictly speaking A A-stochastic diagnosability is only concerned with faulty behavior that might
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a, B

B a, B

Figure 5.6: Equivalent DFA to Stochastic Diagnoser in Example 4.

as the number of observations becomes asymptotically large. It is evident that our
method can be used to establish whether the probability of misclassification goes to
zero (by determining whether its upper bound goes to zero) using constructions quite
distinct from a stochastic diagnoser. Thus, a sufficient condition for AA-stochastic
diagnosability would be the existence of a DFA that leads to an upper bound on
the probability of misclassification that goes to zero as the number of observations

increases.

Remark: The complexity of computing the exact probability of error is an exponen-
tial function of 7 (it is of O(nxd" x QW[ +|Q@))). In obtaining the upper bound, we
only require complexity linear in 7 (the complexity is of O(1 X |X[* X (IQW[? + |Q@2))).
In addition, for an arbitrarily large number of observations, we can compute the
asymptotic upper bound with complexity of O(IX]* x (IQWP + |Q@P)) by employ-
ing eigenvalue decomposition to obtain the steady-state of the Markov chains with

transition matrices AY, j = 1, 2.

5.4 Establishing an Upper Bound for the Probability of
Error via a Stochastic Verifier

Now we establish an upper bound on the probability of error, which is computed

with polynomial complexity. The verification algorithm is based on the construction

be considered as non-faulty (and whether its probability goes to zero as the number of observations
increases); thus, one should exclude the probability of misclassification that arises from strings

generated by the non-faulty system that are more likely to have been generated by the faulty system.
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of a stochastic verifier. We are also able to give necessary and sufficient conditions

under which the upper bound tends eventually to zero.

Theorem 11. Suppose we have two HMMs (SV, S@), as defined in the previous section,
and let D = |E|, be the number of different output symbols (in either SV or S®). Arrange all
d" sequences of output symbols in some arbitrary order and call them Y (1), Y(2), ..., Y(d"),
and let PED = P(Y(i) | SV) and Pl@ = P(Y(i) | S¥) fori=1,2,...,d". If we use the optimal
classifier to minimize the probability of error after a sequence of n observations, the a priori

probability of error (after n observations) satisfies:

dﬂ

P(errorat n) < \/d*- Py - P, - Z Pgl) . sz). (5.5)
i=1

Proof. We can obtain the probability of error of the classifier (that minimizes the
probability of error) by calculating and comparing the state distributions of the two
models for all possible sequences of observations of length n. We can represent
the computation in terms of two d-ary trees of depth 7, as shown in Fig. 5.7. Each
node represents pﬁ”), j € 11,2}, after a specific sequence of n events has occured (see
previous section). For each node at level L, we create d child-nodes, and we repeat
this procedure until having # levels in the tree.

Once we expand these trees to n levels, each leaf node corresponds to a unique
sequence of outputs of length 1, which, in the worst case scenario, can be produced
by both HMMs. We assign to each leaf-node a probability of occurring Pl(.j ) = P(Y} =
Y(i) | S©), where j € {1,2} represents the model and i € {1,2,...,d"} is the index of
the length-n output sequence.> We can express the probability of error for the two

systems, after n steps, as

P(error at n)

o
Z P(error, Y(i))
i=1

dVl
= Y min{P, - P, P, - P} (5.6)

i=1

Clearly, from Egs. (4.2) and (5.6) we have that

P(error, Y(i)) < Pl-Pgl) (5.7)
P(error, Y(i)) < P,-P? (5.8)

3Note that we use the D- ary tree in our derivation of the exact value of the probability of error,

but we actually do not need it to derive the simple upper bound that we present in the next section.
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d events

Figure 5.7: Two d-ary trees for S® and S@.

If we combine the two inequalities above, we can conclude that

(P(error, Y(i)))> < (P1-Py)-(PY - P?) (5.9)

Summing up all d" of the above inequalities we reach the following inequality

d" dan
ZP(error, Y(@)? < (Pl-Pz)-Z(Pg”-P?)) (5.10)
i=1 i=1

Our goal is to bound the probability of error for n steps; to do this we make use

of the following equation:

d 2
(P(error at n))* = (Z P(error, Y(i))) =
i=1

dl’l dn

Z Z P(error, Y(i)) - P(error, Y(< i + j— 1)), (5.11)

i=1 j=1

where < k >=k mod (d")+1. The rearrangement inequality [22] states the following:
leta; <ap <... <a,and 1 < B < ... < B, be sequences of real numbers and © any

permutation of the set {1,2, ..., n}. Then,

n n n
Z Aifu-iv1 < Z Aifr, < Z a;pi. (56.12)
im1 i1

i=1
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Without loss of generality we can assume that
P(error, Y(1)) < P(error, Y(2)) < ... < P(error, Y(d"))

and from Eq. (5.12), we can infer that Vj € {2, ...,,d"}, we have

o
Z P(error, Y(i)) - P(error, Y(< i+ j—1>)) <

i=1

”
Z P(error, Y(i)) - P(error, Y(i)). (5.13)
i=1

Thus from Egs. (5.11) and (5.13), we conclude that

d"
(P(error at n))*> < d"- (Z P(error, Y(i))*)
i=1

dil

< d"P,py ) P PP, (5.14)
i=1
so that
dn
P(error at n) < \/d"-P; - P, - Z P P2, (5.15)
i=1
At this point, the proof is complete. m|

Remark: We suppose that we have two HMMs, S® and S®, with languages (i.e.,
sequences of outputs with nonzero probability), L(S"V) and L(S®), respectively. We
define also L,(SV) = {t € L(SW)| length of t equals n }; similarly, we define L,(S®).
If we can bound the number N of the sequences of observations of length n that
can be produced by both models (N = |L,(SV) N L,(S?)|) then, we can refine the
bound in Eq. (5.15) by replacing 4" by N. The next section is devoted to the quantity

d’l
J Y. (P PPy in Eq. (5.15).
i=1

5.4.1 Construction of a Stochastic Verifier

We can see that
dl/l
P(identical sequence after n steps) = Z (pgl) . PEZ)) (5.16)

i=1
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is the probability that the two HMMSs, when assumed independent produce an
identical sequence after n steps. In order to find an upper bound for this probability,
we follow the method of Massey in [32]. The general idea is to capture the common
behavior of the two HMMs with a new carefully constructed product HMM. Once
we construct this product HMM, an upper bound for the probability in Eq. (5.16)
can be obtained as a function of the eigenvalue with the second largest magnitude
of the transition matrix of the product HMM. In the remainder of this section we

present the construction of the product HMM.

Step 1:In this step of the construction we are interested, within each HMM, to

be able to discriminate the transition to the same state but under a different event.
The easiest way to do this is to create replicas of each state, depending on the event
under which one reaches this state. Thus, for each state qilj) € QY, we check if

there is at least one state qg) € QY such that Ag)(q;lj),qg)) > ( for some event e; € E

(actually, we also have e; € EY); if this is the case, we create a new state which is

called q,(f )e and represents state ql(j ) when reached under the output symbol egj ) The
()

transitions out of this state remain the same as the transitions out of g,

)]
!
|QW| x |[ED)| states. We use Q'7, j € {1,2}, to denote the set of all states (including

)]

. Clearly, we
need only create at most |[E7)| replicas for each g and we can end up with at most
newly constructed states) and define the transition matrices for these states by A,
where A;f]’)(ql(qzi,q;]?,es) & Ag)(q;j),q,(j;)), for e;, e; € E. Note that when we expand the
set of states of HMM, we also need to redefine their initial state distribution. The
simplest thing to do is to set the initial probability of state g;,., for some ¢; to be equal

to the initial probability for state g, and zero for all g, ¢; # ¢;. Other ways to do this

also exist.

Step 2:Combining all possible pairs of new states from the two HMMs in step 1, we

create a Stochastic Verifier which is a product Markov chain H, = (Qn,, En,, An,, To),
where Qy, = Q"W x Q'@ is the finite set of states, Ey, = E® U E@ is the finite set
of outputs, 7 is the initial probability distribution vector, and Ay, is the transition

probability function. The state transition matrix associated with H,, is Ay, where*

A (i, ko), (1, 1)) = Y AL (e, 1) x AP (ko 1)

EiEEHp

4We are abusing notation a bit by using (ki, k2) and (I3, I>) to index the entries of matrix A, ; (k1,

kz) and (I3, ;) should be seen as the index that corresponds to a state of the product Markov chain H,.
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with ki, Iy € Q'W, ky, I, € Q'@ and ¢; € Ep,. The initial probability distribution vector
is chosen so that 7to((/1, 1)) = nél)(ll)nf)z)(lz). From each state ({;, {;) of H, if the sum of
the probabilities of the transitions out of this state is not unity, we add a transition to
state NC so that the sum of the probabilities out of ({3, {,) is unity. The NC-state is the
state that captures the non-consistent behavior, i.e., when two different sequences
are produced by the two HMMs. We also add a return transition with probability
one from NC-state to itself. Note that if the NC-state is the only absorbing state, it
will be reached with probability one. Note that the NC state may not be present (for
example, when we have two identical HMMs with a single transition out of each

state).

Example 16. As an application of our bound we present on the left of Fig. 5.8 an example
in the context of fault diagnosis in discrete event systems (DES). The problem translates to
classification between two HMMs, capturing normal and faulty behavior. Specifically, the
first HMM describes a system under normal behavior, whereas the second HMM describes
the same system but under faulty behavior. The discrete event system is shown on the left
of Fig. 5.8 with probabilities attached to each transition. The set of observable events is
E, = {a, B} and the set of unobservable events is E,, = {00, 0¢}, where o is a fault event

(i.e., Ef = {Gf})

We divide the initial system into two subsystems as shown on the right of Fig. 5.8, where
SW captures the normal behavior of the system, and S@ captures the faulty behavior. Clearly,
Py = P, = 0.5, because of the equal probability to go to state 2 or state 4, from initial state
1. We now illustrate the method we described earlier in this section, creating the product

Markov chain H,, from these two HMMs with the same language.

We have E® = E@ = E = {a, B}, and we define AS),AS),AEXZ),A? as follows:
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a, 0.1

a, 0.9

Figure 5.8: Example of a discrete event system (left) and HMM S, capturing normal

behavior, and S, capturing faulty behavior of the discrete event system (right).

70 0 09
: 0 0.1
00
ﬂ(l) — ,
P | 1 0‘
70 _ 0 0.1
¢ 0 09
[0 0
2 _
A 10].

Step 1:We create the Markov chains S|

where we have Q') = {q(&f ), q(zj;;}, as follows:

and S{, in Fig. 5.9, with matrices AW Aé(l), A@ AP

1)/ 4 ﬁ 7

(1/a) (/a) @/p) ]
0 _ (1/a) 0 09 09
““lemo 01 o1 |

e o 0 o0

87



0.1 0.9

Figure 5.9: Markov chains S} (left) and S; (right).

(1/a) @/a) (2/B) |
, (1/a) 0 0 0
A = :
2/a) 0 0 0
e 1 0 0

(1/a) (2/a) (2/B) |
A = (1/a) O 0.1 0.1
‘@) o 09 09 |’

e/ o 0 0

(1/a) @/a) @/B) ]

o |y o 0o o0
AP =
@@ 0 0 0
@p 1 0 0

Step 2:We construct the product Markov chain H, in Fig. 5.10, and the transition prob-

ability matrix of H, (An,), combining all possible pairs of states between the two HMMs,
where Qp, = {h1, hy}, with hj € Q'V), where j € {1,2}. In Ay, the i" column indi-
cates the transitions from state q;, to any other state, where Qu, = 91,92, -, 99, q10} =
{(1/a,1/a),(1/a,2"|a),...,(2/B,2"/B), NC}. Note that in Fig. 5.10 we have not included
states 3 and 7 (corresponding to (1/a, 2’/ B) and (2/B, 1" | ) respectively) because they are not

reachable from states with nonzero initial probability in H,. We can see from the structure

88



of H, that from states 2 and 4, we can only move to the NC state (because the underlying

pairs of states do not have a common output).

Figure 5.10: Product Markov chain H,, with state 1 corresponding to (1/a,1’/a) and
state 10 corresponding to the NC-state.

(00 00 009 009 0 009 009 0 |
0000 08 08 0 081 081 0
00000 O 00 0 O
0000 001 000 0001 001 0
N 0000 009 009 0 009 0.09 0
00000 O 00 0 0
00000 O 00 0 O
00000 O 00 0 O
10000 0 00 0 0
01010 0 00 o0 1]

Note that the initial distribution of the product Markov chain H, is n[0] = [1,0,0, ..., 0]’
which indicates that we start in state 1 (corresponding to (1/a,1"/a)) with probability one.
Note that at the next step, n[1] = [0,0, ..., 1,0]" because we move to state 9 (corresponding
to (2/B,2'B)) with probability one. Thus, in the next section to simplify notation we assume

(without any loss of generality) that we start in state 9.
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5.4.2 Conditions for the Upper Bound to tend to zero

We can categorize the states of the Markov chain H, in two main categories, the
absorbing state (NC-state) and the remaining states. We can express the probability
of having the same sequence after 7 steps, as the probability of staying in states other
than the NC state of the Markov chain. If we denote the probability distribution state

vector of the MC after n steps by m,,, we have
T+l = ﬂHp * Tty

with 7y representing the initial state probability distribution. We also define the
probability of being in the NC state, as ¢, = C - i, where C, is a row indicator vector
with a single “1” on the entry corresponding to the NC state, and zero’s everywhere

else. Then, we can write the probability of having the same sequence after n steps as

P(same sequence after n steps) = 1 —c,,. (5.17)

We now turn our attention to cases where ¢, — 1 (in fact, exponentially). Suppose
that Ay, has unique eigenvalue A; = 1 and the remaining eigenvalues A, A3, ..., A,
satisfy 1 > [|[Az]| > [|A3]| > ... > ||A,]]; then, there exist a unique stationary distribution
7 on Qp, [39]. Moreover, given an initial distribution 7y and state g; € Qp, (note
that g, = NC), there is a constant M; > 0, which corresponds to state g; (i €
{1,2,...,1Qmu,l}), such that:

(i) < 7(@) + Mi -7 I (5.18)

where ] is the size of the largest Jordan block of Ay, .

Finally for Myc (the constant corresponding to state NC) and n (the unique
stationary distribution column vector with 7 (i) = 0, for g; # gnc, and nt(gne) = 1), we
have P(same sequence after 1 steps) < Myc - /=1 - [|A,]" T+,

In the special case that Ay , 18 diagonalizable, then | =1, and
P(same sequence after n steps) < Myc - [|A]". (5.19)

Incorporating all of this in Eq. (5.15), the upper bound can be written as:

P(error at 1) < /Pq) - Py - Minc - (@ - [1A5l)"? (5.20)
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When A, < 1/d, A1 = 1isunique, and the NC state is present, then lim P(error at n) =

n—oo

Example 17. Using Eq. (5.20), we are able to find an upper bound for H, in Fig. 5.10 with
Ay = 0.3484 and D = 2 which means that

P(error at n) < (0.5 - \/Mnc) - (0.6968)"2 .

Since A < 1/D, the upper bound tends to zero exponentially with the number of observations.
The next step is to find My, i.e., My (as NC = gq0). For initial state distribution Ty such
that mo(i) = O, for qi # qo, and 19(9) = 1, we can express this initial state distribution
as a linear combination of the right eigenvectors (V, V,, V3), that correspond to the three
nonzero eigenvalues of the matrix (A, =1, A, = 0.3484, and A3 = —0.2584). Then, we can
write the initial probability for the NC state as:

10(10) = 1- V1(10) + 2.51 - V(10) — 1.82 - V5(10). (5.21)
From Eq. (5.21), we obtain the following inequality:

P(same sequence after n steps) = 1 — 1,,(10)
=2.07 - (0.3484)" — 1.07 - (-0.25)"

< [12.07 + 1.07|| - (0.3484)"
so that
P(same sequence after n steps) < 3.14 - (0.3484)" (5.22)
(i.e., Mnc = 3.14). Then, from Eq. (5.20), we can write

P(erroratn) < (0.5- V3.14) - (0.6968)"/
< 0.886-(0.6968)"* . (5.23)

In Fig. 5.11, we plot the upper bound in Eq. (5.23), together with the actual probability
of error (obtained after exhaustive calculation of each possible sequence of observations with
length ranging from 1 to 13). As expected, the upper bound goes to zero eventually. It
is worth pointing out that the given discrete event system does not belong to the class of

logically diagnosable systems. In this case, our approach allows us to conclude that we
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are able to diagnose the error with increasingly smaller probability of error, exponentially
decreasing with the number of observations.

In this example we found an upper bound on the probability of error, when classifying
a sequence of outputs between the two given HMMs. The complexity of computing the
exact probability of error is an exponential function of n (it is of O(d"n(IQV* + |Q@))).
Applying our method, we lower this complexity by finding an upper bound for an arbi-
trarily large number of n observations. We can compute the upper bound with complexity
(1QV x |Q?)° = (1QD] x [EV| x |Q®?| x [E@))° using eigenvalue-eigenvector decomposi-

tion of the transition matrix Ay, to obtain the steady-state of the product Markov chain.

08

07r

o -~ Actual Probabilty of Error

05F ==

041

— Upper Bound on Probability of Error

03r

02r

01r

0

Figure 5.11: Actual probability of error (dashed line) and upper bound (continuous
line).

5.5 Classification Rule Based on Empirical Frequencies

of Event Sequences

In this section we first define a suboptimal rule based on the empirical frequencies of
events and then find an upper bound on the probability of error for this rule. We are

also able to give necessary and sufficient conditions under which, the upper bound

using this rule tends asymptotically to zero.

Definition 48. (Fraction of times event e; appears (m,(e;))). Suppose we are given an
n

observation sequence of length n (Y7 = y[1]---y[n]). We define m,(e;) = %Z e (y[t]),
=1

where
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ify[t] = e,

S (ylt]) = ,
0, otherwise.

In other words, m,(e;) is the fraction of times event e; appears in observation sequence Y.

Definition 49. (Distance in variation dy(v,v") between two probability vectors v,v’). The

distance in variation [14] between two |E|-dimensional probability vectors v, v’ is defined as

|E|

du(o,0) = 3 Y ) = (] 20,

=1

where v(j) (v'(})) is the jth entry of vector v (V').

Let the stationary emission probabilities for HMM S (S@) be denoted by the |E|-

W = [ng), 2‘1;' (respectively by 71(2) [nff),.. (2)]) Then,

Tlep
|E|

we have dV(n(l) (2)) = Z In (2)

dimensional vector 7,

Definition 50. (Empirical Rule). Given two irreducible and aperiodic HMMs SV and
S@ and a sequence of observations Y = y[1]y[2]-- - y[n], we perform classification using
the following suboptimal rule. We first compute m, = [m,(e1), my(ez), -+ ,my(e)]" as in
Definition 48. We then set 0 = 1dv(n(1) ), where 7V, j € {1,2}, is the stationary

emission probability vector for SV, and compare
dy (my, 7.°)20. (524)
We decide in favor of SU (S@) if the right (left) quantity is larger.

Remark: The empirical rule is a suboptimal rule, which means that even if we
compute exactly the probability of error using the empirical rule, this remains an
upper bound on the probability of error using the optimal rule (in Section 2.4). In
subsequent sections of this paper we obtain a bound on the probability of error using

the empirical rule. This bound generally is not tight.

Remark: Using the empirical rule has some advantages over the optimal rule. In
Section 5.5.2 we provide necessary and sufficient conditions for a bound on the prob-
ability of error using the empirical rule to be asymptotically tight. These conditions
can be verified with low computational complexity (polynomial complexity). An-
other advantage is that the system needs to keep only the number of events that are
observed and not the whole observation sequence. This can lead to lower memory

requirements for the system.
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5.5.1 Upper Bound on the Probability of Misclassification using
the Empirical Rule

The following theorem is discussed thoroughly in the remainder of this chapter.

Theorem 12. (Upper bound on probability of error using the empirical rule). Consider
classification among two HMMs SO = (QW, ED, AW, AV, i\, j = 1,2, with corresponding
Markov chains MCY = (Q(7>,A(f),7'c(()j)) that are irreducible and aperiodic. If dy(n”, 1) > 0
(where 71 is the stationary emission probability vector for HMM SW, see Definition 47),
then we can find a function F(n) (defined in Egs. (5.26) and (5.27)) that is exponentially

decreasing in the number of steps n such that
P(Error after n observations using the empirical rule) < F(n) . (5.25)

Example 18. We apply the above empirical rule to the two HMM models SV and S@ in
Fig. 2.6. First, we compute 0 = %dv(ngl), nﬁ”) = 0.2031. Then, we compute the bound on
the probability of error, which is exponentially decreasing and described by F(n) = K x ™",
with K = 1.4574, a = 0.002347. Notice that in this example the bound is not useful for

n < 1500, because it is greater than one.

Now we discuss and prove Theorem 12. First we define a function of the states
of the underlying Markov chain of the two HMMs S and S®, that counts the
occurrences of each event ¢; € E, with which we arrive at that state. This is not
necessarily possible in S¥, j € {1,2}, because in general we can reach a state via
different events. The reason we need to define a function of the states is so that
we can analyze the empirical rule (Definition 50) and using existing techniques for
Markov chain analysis. Therefore, we introduce new enhanced models S and S@
in which each state can be reached with a single (specific) event. We then prove that
the stationary emission probabilities for 57 and % for j € {1,2} are equal and we
show how to obtain the upper bound on the probability of error in Theorem 13.

In our analysis we will deal with classification between two competing HMM
models. First, we obtain, for each of the given HMMs, an enhanced construc-
tion that allows us to discriminate the transition to the same state but via different
events. We prove that our enhanced construction inherits the properties of irre-
ducibility and aperiodicity (the two conditions needed to apply Theorem 13) from
the corresponding original HMM. The two enhanced HMM models are denoted by
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S0 = (QW,E, AD, AD, 77,1, j = {1,2}. The enhanced construction creates replicas of
each state, depending on the event via which one reaches this state. Thus, for each
state 7, € QV, we create states gq,, € Q0, e; € E, to represent that we reach state
q, € Q) under the output symbol e,. Clearly, we end up with at most 109 = |Q| X |E|
states.

The following discussion applies to each original HMM and its enhanced model
(we drop J, j € {1,2}, to simplify notation). In the state probability vectors 7[k], 7t[t],

where t is the current state epoch, states are indexed in the order shown below

| @) |
) | 1)
n[t] = n[t]-(qz) =] 7
| (i) | Fﬁ[t](fhm)

| 7t (@ig1an) |

The matrix Avei, e; € E, satisfies Avel. (Gne;r q;l,e{) = A, (qn, %)/ Ye! € E and Vqy, q, € Q (zero
otherwise). We also have for ¢; € E and q;,e,., q,’w € é, K(qzle{,ei, The;) = gei(qh,ei,ei, ql’w)
(zero otherwise). We observe that matrix Xei isl constructecli by blocks of matrix A;.
If we define row-vector Ry = [11---1] and let

S —
|E|—times

Ryg=  [0---010---0],

single one at ith position

then the state transition matrix ng) for the enhanced model S’ can be written as
o = Ao ® (R} p ®Rpg).

Example 19. We create the enhanced HMM models SO (shown in Fig. 5.12) and 5@ for
SW and S respectively (shown in Fig. 2.6). We note that the underlying state transition
matrix, for each enhanced model, is irreducible and aperiodic (as we will see SO will be

irreducible and aperiodic as long as SV is irreducible and aperiodic). The corresponding

AL ZS), A®), Zg) are as follows:
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o 0 0 o0 | [0 0 o0 o0
co_ | 0 0 0 0 |y | 050 050 025 025
(04 7 ‘B P
050 050 050 0.50 O 0 0 0
O 0 0 0 0 0 025 025
o 0o o0 o0 | [0 o0 o0 o0
co_| 00 0 0 | o | 040 040 004 004
(04 7 ﬁ
0.60 0.60 0.06 0.06 O 0 0 0
0 0 0 0 | 0 0 090 090 |
«,0.5
a,0.5
1/a) 2/

8,05

«,0.5

3,0.5 8,0.25

Figure 5.12: Enhanced model S for HMM model S® in Fig. 2.6.

Definition 51. (Hoeffding’s Inequality on Enhanced HMM Model). Consider an enhanced
HMM, SO = {Q0,E, AD, AD, 77,y j € {1, 2}, with an underlying irreducible and aperiodic
finite-state Markov chain with |E| events and transition matrix A0, Assuming the Markov
chains that correspond to the enhanced models g(f), j = 1,2, are irreducible and aperiodic,
we denote their stationary distributions by 7T > 0 and stationary emission distribution for
events e; € E as 70 > 0.

Using the enhanced models ( S0 and S@) foreache; € E, we define the indicator functions

Je(Gne;), Yane, € Q, as

1/ lfe' =€
fi’i(thej) = :

0, otherwise.

Letm,(e;) = %Zfei(q[t]), i.e., the |E|-dimensional vector m,, = [m,(e1), my(e2), ..., mu(eg)]’

=1
denotes the empirical frequencies with which each event appears in the given observation win-
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dow of length n. Let M;, be the smallest integer such that (AV) ' > 0, element-wise, and
@n"ir)

=50}, Where TV(1) is the stationary distribution of S0, As long as the

/\]' = minl,l/{
enhanced model SV is irreducible and aperiodic, it can be shown [20,21] that the following

. 2M; .
is true for n > -, and for each event e; (1 < i < |E|):
]

2 2M;
A" (ne — }L—j’)2

Pr(m(e) = 7'(e) 2 €) < exp|————
)

(5.26)

FO) ()

In order to use Eq. (5.26), we need S0 to correspond to an irreducible (Defi-
nition 28) and aperiodic (Definition 29) Markov chain. We now show that S0 is
irreducible and aperiodic iff SV is irreducible and aperiodic. Also, we establish that
)

We provide below the proof for one direction (if S is irreducible and aperiodic

then S is also irreducible and aperiodic); the other direction can be proved by

similar reasoning).

Lemma 7. If HMM S0 = (QW,ED, AD, AD, 7" is irreducible (Definition 28), then the
enhanced HMM SO = {Q0, E, AD, AD, 725"} is also irreducible.

Proof. We prove irreducibility by establishing the property that any state g, € Q¥
that does not belong to the set of strongly connected states (Definition 28), may
exhibit outgoing transitions but will have no incoming transition. Consider in the

enhanced model the set of states

Qus = {Gme € Qg € Q, Fe € E s.t. AGur, €, ) > O}

Since the set of states Q in the original system is strongly connected, we can easily
show that the states in éss are strongly connected: given q, G € é we can find
a path to connect them as follows: Let q,,» be such that A(g,,,€’,q,) > 0. Then, we
can find a path

[ El‘z
m — Giy — i, =

(because the original HMM is irreducible). Therefore

€iy €ip €y e
Ame = Girer = Jier, = *** 7 Gir = G = G e/

is a path that connects g,,, € Qto G o € Q. We finally conclude that the states that

do not belong to the set of strongly connected states, have only outgoing transitions.
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Therefore, by choosing an appropriate initial distribution function that excludes all
these transient states,” we can ensure that all of these transient states will never be

visited. m]

Lemma 8. If HMM SV = (Q(f),E(f),A(f),A(f),ng)) is aperiodic (Definition 29), then the
enhanced HMM SO = {Q0, E, AD, AD, 775"} is also aperiodic.

Proof. We now show that if the enhanced model S0 s periodic with period k, this
contradicts the fact that S is aperiodic. Suppose that S is periodic with period k
(Definition 29 and Lemma 2). This means we can group all possible states of SO to k
groups (C~31, (~fz, cee, (~fk) such that for a state g;, € Em, there exist one-step transitions
only to states in C,v, where m’ = m +1 mod k.

Due to the construction of enhanced models, the outgoing behaviour of g, states
Ve € E are copies of the outgoing behaviour of g; € Q. We can easily see that if there
exists q;, € é, that belongs to Em, then also g, € é belongs to Em, foralle, e’ € E (due
to the same outgoing behaviour). Thus, we canalso group g € Qinto C;,i € {1,2, ..., k},

classes. Thus SV is periodic, with period k, which is a contradiction. m

We now show that in the enhanced model S0, the stationary emission probabili-

ties of each event are consistent with the original model SV for j = 1,2.

Lemma 9. The computed stationary emission probabilities for symbols in the enhanced

model SV, j = 1,2 which is denoted respectively by 7 is identical to i’ corresponding to

S0,

Proof. Let 7 denote the steady-state distribution vector in the enhanced model j.

Then, we have that under each model
0 _ =)
T, = (In ®R|E|) X715, ] € {1,2}.

For SU) and Ve; € E, the stationary emission probability 7 (e;) can be expressed as

() = R, X (Ag) x "), whereas for the enhanced model S?, we have

>We can always do this since subsequent behavior of the enhanced model does not depend on

whether we start from state g, or g o
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7 () A x 7

RnIEI X

= RnIEI X (Ag) ® (RT ® R|E|)) X Fﬁg])

i,|E|
= (Ru®Rip) x (A) ® (R ® Rpp) x 72
= (RuxAY)® (Rig x (R ® Rgp) x 72
= (RixA) @ Rig) x 7

= Ry xAD)® (Ry x Rigy) x T

= R, X (Ag) ® R|E|) X ’ﬁg]).
Moreover, we have

ne) = Ryx (A xnl)
= Rux (A x (I, ®Rp) X )
= Ry X (A ®Ry) % (I, ® Rig) X 7’
= Rux (A X 1) ® Ry X Rig) X 7"
= Ry x (A ® Rg) X 7
- e,
which allows us to conclude that n[(f )(ei) = 77? )(ez-), Ve; € E. O

Given two HMMs S® and S® (each irreducible and aperiodic), we construct the
corresponding enhanced HMM models (5D, 5@y with underlying irreducible and
o di s e = (Om AW £ O vic? — (00 A0 =@y g
aperiodic Markov chains MC = (Q", A%, p"") and MC = (Q%, A%, 1p™) (i.e.,
this means that A and A® are primitive matrices). Suppose we have dy(7\", 77 >
0 or equivalently dy(n"”, 7?) > 0 (Lemma 9). Then, if we apply the empirical rule
and use Hoeffding’s inequality (Definition 51), we obtain the upper bound on the

probability of error using the empirical rule (see Theorem 13) where F(n) is given by
F(n) = max{FY(n), P (n)} . (5.27)

Proof

We consider two error cases :

3In the following discussion we use the following well known properties of the Kronecker product:
1. (A®B)(C®D) =(AC)®(BD); 2. (A®B)®C = A® (B®C) for matrices A, B, C, D of appropriate

dimensions [5].
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Case 1: Decide S when the system is S@;
Case 2: Decide S® when the system is SV

Case 1:

The decision of S® is equivalent to the event

HY : dy(m,, ") < 0,

which necessarily implies dy(m,, n§2>) > 0 (for 6 = %dv(ngl),ngz))). Otherwise, we

reach a contradiction, because dy(m,, ngz)) < 0 and dy(m,, nél)) < 0 imply

dy(r, m®) < dy(my, ") +dy(m, 1)
= 20
= dy(rn", ).
Thus, HY implies dy(m,, M) > 9, which requires
H": {3ex € E such that |m,(e) — 1 (ex)| > %} .

Therefore, we have to consider two different subcases:

a) my(er) — 7 (e) > 0,

b) m,(er) — 7 (er) < 0.

The probability of error for Case 1 and subcase a), after n observations, is

P(error at n, Case 1) P(HWY|S@)P(5@)

IA

P(H"|S@)P(S@)

IA

FA(n)P(s?),

where P(H"|S®) = Pr(m,(ex) — 7 (ex) > ) < ' fore = -

In case 1a) we can immediately apply Eq. (5.26), but in case 1b) in order to find a
positive measure we choose to count the number of appearances of all elements in
k¢ ={e € E| s.t. e # &}, i.e., all possible events except ¢, € E. Then m,,(e) — nﬁz)(ekc) =
(1 —myu(er)) — (1 - ngz)(ek)) > 0, and we can apply Eq. (5.26), which leads us to the

same bound.
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Case 2:

With the same reasoning as in Case 1, we establish the following inequality

P(H(2)|S(1))P(S(1))

P(error at n, Case 2)

P(H?|SM)P(s™M)y)

IA

IA

FOmPE®),

where H? : dy(m,, 7'(51)) > 0, which implies that H](j): {There exists at least one ey

such that |m,(ey) — ngl)(ek/)l > %, where ¢ € E }. The claim follows using similar
arguments as in Case 1.
Finally, we prove that
P(error at n) = P(error atn, Case 1) + P(error at n, Case 2)

— P(H(1)|S(2))P(S(2)) + P(H(2)|S(1))P(S(l)))

< P(H{ISP)P(S?) + P(H1SV)P(SM))
< Fn)(P(SY) + P(S?)) = F(n)

This concludes the proof of Theorem 13.

5.5.2 Necessary and Sufficient Conditions for Upper Bound to Tend

to Zero

The suboptimal rule provides us with a bound on the probability of error that

decreases exponentially with n iff
dv(ngl), néz)) > 0.

This requires at least one (actually two) e; € E, such that
() # 1 e)

and is a condition that can be easily checked.

An interesting extension of the proposed empirical rule is to consider the empiri-
cal frequencies of events in EF, i.e., all possible sequences of output symbols ¢; € E, of
length k. The verification of conditions in this case is more complicated, but one can
verify (with polynomial complexity) whether the resulting bound on the probability

of error will tend to zero exponentially with the length of the sequence.
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Consider ey, = e[1]e[2] - - - e[k] € EF, where ¢[]] € E. We can compute the stationary
probability ny ) (exi), as

0) () ) () 0)
1, (€r) = Ru X (A - X Ay X Ay X "

We need to find a way to easily compare all possible nd )(ek,i) € E¥, for any given k. We
can relate this problem to that of probabilistic equivalence between two probabilistic
automata® [50]. Suppose (for simplicity) that the initial distribution for the two
HMMs (S and S@) is the steady-state distribution. Then, the possible generated
observation sequences are simply all event sequences ¢;; € E*, for the given k.
These sequences are described by a probability which is identical to the stationary
emission probability néj)(ekri). Thus, we can always apply the proposed empirical
rule iff there exists at least one ¢x; € Ef which is generated with different probabilities
from the two HMMs. This can be verified by applying the probabilistic equivalence
algorithm in [50], which runs in polynomial time. Another interesting feature of this
algorithm is that, if the two systems are not probabilistically equivalent, it outputs
a specific event sequence, which is generated with different probability for the two
probabilistic automata (HMMs in our case); the length of this sequence is always

less than QW + Q@ — 1.

5.6 Applicationin Probabilistic System Opacity for Dis-

crete Event Systems

Motivated by the increased reliance of many applications on shared cyber-infrastructures
(ranging from defense and banking to health care and power distribution systems),
various notions of security and privacy have received considerable attention from
researchers. A number of such notions focus on characterizing the information flow
from the system to the intruder [18]. Opacity falls in this category and aims at de-
termining whether a given system’s secret behavior (i.e., a subset of the behavior of
the system that is considered critical and is usually represented by a predicate) is

kept opaque to outsiders [6,41]. More specifically, this requires that the intruder

®Two probabilistic automata are equivalent if for any string s, the two automata accept s with
equal probability. We can use the probabilistic equivalence algorithm also for two HMMs, which is

our case.
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(modeled as a passive observer’ of the system’s behavior) never be able to establish
the truth of the predicate.

Now we consider an application that combines the notions of classification among
HMMs and opacity. Probabilistic system opacity considers the following setting: we
are given m HMMSs, denoted by S® for i € 1,2, ..., m}. The prior probability of S is
P;, P; > 0, and the prior probabilities satisfy Zm: P; = 1. A user is supposed to choose

i=1
one of these models, say S¥, and would like to keep an observer (eavesdropper)

confused about the chosen HMM, for any sequence that might occur in the chosen
HMM, regardless of the sequence of observations generated by it and regardless
of how long the observer is willing to wait. This means that for any observation
sequence that can be generated by the chosen HMM, the observer must not be able
to take a decision about the chosen HMM, at least not with absolute certainty or with

certainty that tends asymptotically to unity.

The formal definition of probabilistic system opacity follows.

Definition 52. (Probabilistic System Opacity). Consider a set of m HMMs, S%
(QW,E®, AD, A, ng)), for i € {1,...,m}, with corresponding Markov chains MCY =

(Q®, AD, =) that are irreducible and aperiodic and with initial probability distribution
ng) > (0. Probabilistic system opacity holds if there exists an «y > 0, such that for any chosen

SY and for any observation sequence w that could be generated by S©, we have

Z p.p®

—~
a(a)):::—Zao.

Z p.pY
k=1

Remark: Note that in Definition 52, we take as initial probability distribution ng) a
strictly positive vector. This means that all initial states are possible among all m
HMMs. If this is the case, we will argue that probabilistic system opacity can be
verified with polynomial complexity. The complexity and the verification algorithm
0]
0

in the more general case, where 7’ is not necessarily strictly positive, remains an

open problem.

7 A passive observer is one that does not have any decision-making authority in the system (i.e., it

cannot influence the operation of the system).
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Eavesdropper knows the exact structure of these HMMs and also observes the ob-
servation sequence that is generated. The designer’s aim is to keep the Eavesdropper

confused about the true identity of the HMM that generates the observation.

5.6.1 Polynomial Verification of Probabilistic Opacity

Definition 53. Probabilistic Equivalence for HMMSs [50]. Two HMMs, S© = (Q¥,E®, AD,
AD, 1), with E = E® = E® for i € {1,2) are probabilistically equivalent iff for any string
w € L(S) (L(S) = L(SW) U L(S?®)) the two HMMs, accept the string with equal probability.

Remark: Two HMMs can be tested for probabilistic equivalence with an algorithm

of polynomial complexity [50].

Remark: We can say that the two HMMs are probabilistically equivalent from steady—
state iff the two HMMs S® = (QW,E®, A®, A® 7)) for i € {1,2}, where = is the

steady—state probability are probabilistically equivalent.

In the following definition, we simplify the problem of m HMMs to a problem of
two HMMSs, which are probabilistically opaque. It will become obvious in the proof
of probabilistic system opacity, that the conditions for m HMMs, to be probabilis-
tically opaque, are based on the conditions for two HMMSs, to be probabilistically

opaque.

Definition 54. (Pairwise Probabilistic Opacity). Two HMMs, S© = (QW,E, AW, A®, ng))
fori € {1,2} and prior probabilities® Py and P, are Probabilistically Opaque if (0 < ap < 1/2)

8Usually P; + P, = 1, but in our case we keep the priors as the two HMMs, were part of a system
of m HMM:, as it is described in Definition 52. This helps us to avoid notational overhead involving
renormalizations of priors (namely, P! = P;/(P; + P;) for i = 1,2) when we deal with two, or more

HMMs.
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such that
(Vo € L(SW) U L(S?)) we have a(w) > a ,
with
Plp(l) PZP(Z)
PPV + p,p?" p,pY 4 p,p@

a(w) = min{
Recall that Png), j = 1,2, is the probability that observation w is generated by HMM SV,

Definition 55. (Probability of Error Among Two HMMSs Tends to Zero). Consider two
HMMs, SO = (Q(i),E(i),A(i),A(i),ng)), for i € {1,2}, with corresponding Markov chains
MCO = (QW, AD, ng)) that are irreducible and aperiodic; it is known (see Section 5.5), that

if SO and S are not probabilistically equivalent from steady—state, then
(Ve > 0)(dny € IN) such that for n > ny Pr(error at n) <e,
where Pr(error at n) is the probability of misclassification for the two HMMs.

In other words, if the two HMMs are not probabilistically equivalent’ from
steady—state, then the probability of error among the two HMMs tends, at least
asymptotically, to zero. Behind this result lies the fact that we are able to discriminate
between the two HMM models using a suboptimal decision rule (Definition 50)
based on the empirical frequencies of output symbols, as long as the two systems are
characterized, at steady-state, by different statistical properties for the occurrence of
output symbols or different statistical properties of finite sequences of consecutive
output symbols (this means that the two HMM s are not probabilistically equivalent
from steady-state). The theoretical analysis in Section 5.5 establishes an upper bound
on the misclassification probability, which is described by a function that decreases
exponentially with the length of the observation sequence (as long as the two systems
are characterized, at steady-state, by different statistical properties for the stationary
emission probabilities (Definition 47) or stationary emission probabilities for a finite
number of consecutive output symbols).

In order to establish the conditions for probabilistic system opacity, we need to
establish the conditions for two probabilistically opaque HMMs. In the following
theorem, we explore the necessary and sufficient conditions needed for two HMMs

to be probabilistically opaque.

Note that probabilistic equivalence can be checked with polynomial complexity [50].
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Theorem 13. (Conditions for Pairwise Probabilistic Opacity (Definition 54)). Con-
sider two HMMs SV = (QW,ED, AW, AW, ng)), j = 1,2, with corresponding Markov
chains MCY = (QW, AD, ng)) that are irreducible and aperiodic. These two HMMs are

probabilistically opaque iff they are probabilistically equivalent from steady-state.
Proof. Let us use the following notation:

e w = w[l]w[2]..w[n], where w[t] € E for t € {1, ..., n};

17 = [1...1] is a row vector with n identical elements equal to 1;

A(1) — A(l)

@ w[n] )

¢ 2 _ 2 @ .
--Aw[l] and A =AY ---A

wln] w[1]

For a vector 1t, min{rt} is the minimum element of the vector and max{m} is the

maximum element of the vector;

PP P,PY
p,PW+p,p@” p,pp,p@

observation w is generated by HMM SY.

a(w) = minf }, where PjP(a];), j = 1,2, is the probability that

(—). Suppose that the two HMMs are probabilistically opaque; we need to
show that the two HMMs are probabilistically equivalent from steady-state. We
know that if the probability of error does not tend to zero, then the two HMMs
are probabilistically equivalent from steady—state according to the contraposition of
Definition 55. It remains to prove that if the two HMMs are probabilistically opaque,
then the probability of error among the two HMMs does not tend to zero. If the
two HMMs are probabilistically opaque, we argue that the probability of error when

trying to classify between S and S® based on a sequence of observations satisfies
(30 < ap <1)(VYn € N) such that Pr(error atn) > ay .
This is proved easily because we know that (Jag)(Yw € L(S?) U L(S?)), we have

PPY P,P?
p,PY+p,p@” p,pM 4 p,p@

min{ } > ay. Therefore, for each n € N

Pr(error at n) = Z (min{P; P}, P,P>})

Yw:|w|=n

> Z ag(P1P) + P,PY)

Yw:|lw|=n

:ao(Pl Z PS)+P2 Z PS)):ao.
Yw:|w|=n Yw:|w|=n
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This proves that the probability of error does not tend to zero; therefore, the two
HMNMs are not probabilistically equivalent from steady-state.
(¢<=). Suppose that the two HMMs are probabilistically equivalent from steady-

state; then, for any w, we have
1TA(1) (1) — 1TA(2) 2) = Tl -

We next prove that the two HMMs are Probabilistically Opaque. Four useful in-

equalities with i € {1, 2} are the following:

PO =1TADRY
ZlTAg) min{ng)}l
> min{nf)i)}nw,s ,
PO =17 A0

< max{ng)}lTA(l)l

< 17T AD 70

0
min ni )
(

max{r?
{ (@)

max 710
<

}

{5’}
}
> —Tlw,s -
min{n"}

In summary, we have

()
‘ . max{mn,’}
min{ng)}nw,s < PS)) < u Tl -

min{r!

P, P PP }
PiPY+P,PD 7 piPY) P, PR

=~ Which proves that
max{n }

mm{rz(2

From the previous inequalities we can rewrite a(w) = min{
P; min{ng)}
o

mm{n(l)

for any w, for any length 7, the observer is uncertain with a threshold of at least

min{cy, ¢p}, where ¢c; < 1and ¢, < 1, with ¢; =

max{m,

ap = minf{cy, ¢} threshold. O

Theorem 14. (Necessary and Sufficient conditions for Probabilistic System Opacity). Con-
sider a set of m HMMs, SO = (QW, ED, AW, A©, ng)), fori € {1,..., m}, with corresponding
Markov chains MC® = (Q<i),A(i),n(i)) that are irreducible and aperiodic and with initial
probability distribution n(l) > 0. The property of probabilistic system opacity as described
in Definition 52 holds iff for any chosen S® there exists at least a pairwise probabilistically
opaque (Definition 54) HMM SV, j # i.
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Proof. (—.) Weneed to show that for any system S® and for any observation sequence
w that can be generated by S, we have

Y PPy

-
a(a)):;l—Zao.

Z PPy
k=1

Suppose SV is the HMM that is pairwise probabilistically opaque with S©. Then,
Pirg) PPy
p,PO+p,PP” PP +p;P)
for any observation sequence w that could be generated by S, we have

Z p,p%

from Definition 54, there exists an ag, such that min/{ } > ay. Thus,

: p,p®
aw) = =1 -
Y PPl Y PPy
k=1 k=1
i ()
p,pY P;P;

PO+ P 0 PP ppd
Therefore, probabilistic system holds if, for any chosen SO there exists another
system SU), such that S” and S' are pairwise probabilistically opaque (Definition 54).

(«.) We want to prove that {If there is at least a chosen S” such that there is no
HMM S% with j # i such that S” and S¥) are a probabilistically opaque pair} = {The
probability of error when classifying among m HMMs with S as the chosen system
tends to zero} = {Probabilistic system opacity does not hold}. It is easier to prove
the contrapositive proposition which is: {If probabilistic system opacity holds} =
{The probability of error among m HMMs with S® as the chosen system, does not
tend to zero} = {YSU, there is at least one other system SU) such that S©”) and S¥) are
a probabilistically opaque pair}.

If probabilistic system opacity holds, then (Jao) such that {(YS?)(VYw € L(S?)} —
{a, > ap}. The probability of error for m HMMs, with S® chosen, satisfies

Pr(error atn , S¥) = Z Z p.P®

Yw:lw|=n k#i

a0 Z ipkpg’? = ap

Vw:lw|=n k=1

v

due to the property of probabilistic system opacity. This proves that the probability
of error, with S chosen (for any S®), does not tend to zero. It remains to prove

that VS© there exists at least one pair of probabilistically opaque HMMs. If all pairs
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S® and S are not probabilistically opaque, then according to the proof of pairwise

probabilistic opacity, we have the following: if we chose (S then YS7)(Ya)(In > ny)
Pr(pairwise error atn , Sy = Z P]'Pg) <ap .
Yw:|lw|=n

Now we prove that the probability of error among m HMMs, with S@ chosen,
tends to zero. We see that (Vay)(In > ny)

Pr(error at n , S¥) Z Z PPy

Vo:lw|l=n k#i

aozpk =ap(l1-P;),

k+#i

IA

i.e., the probability of error tends to zero. This proves that YS® there exists at least
one other system SV such that the pair S? and S form probabilistically opaque

HMMs; otherwise, the probability of error would tend to zero eventually. O
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Chapter 6

Conclusions

In this thesis we dealt with state estimation problems using novel state estimation
techniques. Specifically, we verified a variety of discrete event system properties,
relating to fault diagnosis, detectability, opacity and classification. Below, we provide

a summary of the main contributions of the thesis, classified into different categories.

e Contributions to fault diagnosis: We studied distributed fault diagnosis in
DES using synchronization-driven intersection-based distributed diagnosis
(RS-IBDD) strategies in the presence of communication constraints. RS-IBDD
allows the exchange of diagnostic information (namely, state estimates and
associated normal/fault conditions) at predetermined synchronization points
between neighboring sites in a distributed observation setting. We have pro-
vided a verification method for RS-IBDD diagnosability that relies on a parallel
product of the local verifiers along with the synchronization operation. This
approach has complexity that is polynomial in the number of states of the
given system and exponential in the number of observation sites. In the future,
we plan to further study distributed observation settings like the one describe
in this thesis, by allowing the exchange of additional diagnostic information
between observation sites (e.g., the exchange of sequences of observations or
summaries of such sequences of observations) and ways to verify them in an

efficient manner.

e Open problem in fault diagnosis: The development of an adaptive distributed
protocol which minimizes the number of communication exchanges between
the local sites, while still guaranteeing that the system remains diagnosable.

Problems of communication usually require that communication among agents
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be minimized in some way. Studies in minimizing communication are moti-
vated by reducing network bandwidth, for conserving power when only lim-
ited battery power is available or for security purpose [43]. The major open
problem is to develop an algorithm, such as to minimize the communication

between local sites, also establishing the property of fault diagnosis.

Contributions to detectability: In this thesis we studied detectability in dis-
crete event systems modeled by PFAs. We defined and analyzed two no-
tions of stochastic detectability, namely A-detectability, and AA-detectability
which were inspired by analogous notions in stochastic diagnosability [49]. We
showed that A-detectability is a PSPACE-hard problem and applied observer-
based techniques to verify it. We applied methods closely related to those used
in classification of PFAs to verify AA-detectability with polynomial complexity.

Open problems in detectability: Possible extensions could be to the cases of
distributed stochastic detectability, and/or periodic stochastic detectability. A
possible future research direction is the computation of bounds on the proba-

bility of error in state estimation problems in stochastic DES.

Contributions to classification: In this thesis we obtained a bound on the
probability of misclassification between two HMMs based on a sequence of

observations. We developed three methods

— First method: Calculation of Upper bound via a DFA

+ Contribution: In this method we used a specific class of DFAs to
split the sequences of observations into different partitions and apply
Markov chain theory to efficiently compute an upper bound on the
a priori probability of misclassification among the two HMMs for
sequences in each partition. The choice of DFA affects the partitioning

which in turn affects the tightness of the upper bound.

+ Open problems: An open problem is the choice of a specific DFA (of

a fixed number of states) that results in the least upper bound.

— Second method: Construction of a Stochastic Verifier

+ Contribution: In this method we used a technique which captures the

common behavior of the two HMMs and constructs an appropriate
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product Markov chain.

+ Open problems: Many researchers are intrigued by the problem of
finding a suitable measure for the distance between HMMs. The
relation between this upper bound and the second largest eigenvalue
of the transition probability matrix of the produced Markov chain is
a result that looks promising for further research, particularly as an

approximation of the dissimilarity between two HMMs.

— Third method: Classification Rule Based on Empirical Frequencies of

Event Sequences

+ Contribution: We developed a decision rule (empirical rule) that relies
on the frequencies with which output symbols are observed. We
established necessary and sufficient conditions under which this rule
provides us with an upper bound that tends to zero exponentially
with the length of the observation sequence.

+ Open problems: An open problem is to bridge the difference between
the optimal MAP rule and the rule analyzed here. One way to accom-
plish this is to explicitly state the necessary and sufficient conditions
under which the probability of misclassification tends to zero. Many
applications that depend on classification could potentially benefit
from this approach, including decision making and fault diagnosis in
distributed systems. A possible extension of the work is the applica-
tion of the empirical rule in the classification problem for more than

two hidden Markov models.

e We developed algorithms for performing asymptotically optimal classifica-
tion, and we measured their efficiency, by computing an upper bound on the
probability of error, and establishing necessary and sufficient conditions under
which this upper bound asymptotically tends to zero. Finally, we used results
from the classification problem to solve a probabilistic opacity problem with

polynomial complexity.

e Open problems: The characterization of necessary and sufficient conditions
under which the probability of error tends asymptotically to zero and the

computation of more efficient upper bounds.
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